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Abstract

We consider the lossy source coding problem for one-way sources with correlated
outputs and side information available at both the encoder and decoder. In this sce-
nario, one component of the source must be transmitted to the receiver within a pre-
scribed distortion level, while the other component must remain as confidential as possi-
ble from the receiver or a potential wiretapper. To characterize this trade-off, we intro-
duce and analyze the rate-reliability-distortion-equivocation (RRDE) function, as well
as the corresponding equivocation-reliability-distortion and rate-reliability-distortion
functions. The results provide a unified information-theoretic framework that captures
the interplay between compression efficiency, reconstruction fidelity, reliability, and se-
crecy.
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1. Introduction

Lossy source coding (also known as lossy compression) is a fundamental concept in infor-
mation theory that deals with representing a source (e.g., an image, audio signal, or text)
using fewer bits than the original, allowing some distortion or loss of information that is
acceptable according to a given fidelity criterion [1].

A central concept in the theory of lossy source coding is the rate-distortion (RD) func-
tion, which characterizes the minimum coding rate required to satisfy a prescribed average
distortion constraint. The RD function captures the fundamental trade-off between compres-
sion efficiency and reconstruction fidelity: as the allowable distortion increases, the required
rate decreases, whereas stricter fidelity requirements necessitate higher transmission rates.
These theoretical foundations originate in Shannon's seminal work [1], and were later devel-
oped extensively through the classical contributions of Slepian and Wolf [2], Wyner [3], and
Wyner-Ziv [4]. Classical image and audio compression standards such as JPEG and MP3
exemplify the practical importance of the rate-distortion trade-off.
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The presence of side information, namely additional data correlated with the source and
available at the encoder, the decoder, or both, substantially enriches the source coding prob-
lem. By exploiting the statistical dependencies between the source and the side information,
one can achieve more efficient compression or improved reconstruction quality. Source cod-
ing models with side information have found widespread applications in modern systems,
including distributed sensor networks, multimedia communications, cooperative and relay-
based wireless networks, privacy-preserving data compression and storage, as well as machine
learning applications such as federated learning and distributed inference.
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Fig. 1. One-way communication with correlated sources and common side information

Beyond the classical rate-distortion criterion, reliability plays an important role in source
coding. Reliability quantifies the rate at which the decoding error probability decays as the
block length increases. This leads to the notion of the rate-reliability-distortion (RRD)
function, which describes the coding rate as a function of both the distortion level and a
prescribed error exponent, or reliability parameter. This function has been investigated for
various source models [5, 6].

In many practical scenarios, security is also a critical requirement. Security constraints
arise when part of the source information must be protected from unintended receivers.
This setting was first formalized by Yamamoto [7], who introduced the rate-distortion-
equivocation (RDE) framework, where secrecy is measured via equivocation. In such models,
one component of the source is reconstructed subject to distortion constraints, while another
component is kept as uncertain as possible at the receiver. Subsequent research has extended
this approach to cascade and branching communication systems, as well as to alternative
security criteria based on distortion [8, 9, 10].

In our previous works, we studied the RRD and RDE functions. In particular, [11] ana-
lyzed the rate-reliability-distortion trade-off for correlated sources, while [12] introduced and
investigated a secure source coding model in which secrecy is quantified using equivocation.

Building on these foundations and our previous work, this paper develops a unified frame-
work that simultaneously accounts for rate, distortion, reliability, and secrecy. Specifically,
we introduce the rate-reliability-distortion-equivocation (RRDE) function for a source cod-
ing model with a secret component and side information available at both the encoder and
decoder. We characterize the set of achievable performance tuples and derive the corre-
sponding equivocation-reliability-distortion and rate-reliability-distortion functions as spe-
cial cases. This framework is particularly relevant for modern applications requiring secure
and reliable data transmission, including distributed IoT networks, multimedia streaming
with confidentiality constraints, secure communication protocols, and utility-privacy trade-
off problems in data analysis [13]. By jointly accounting for side information, reliability,
and secrecy, this work bridges classical source coding theory and contemporary challenges
in secure communications.
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The remainder of the paper is organized as follows. Section 2 introduces the main nota-
tions and definitions. The main results are presented in Section 3. The proofs are provided
in the next section. Section 5 concludes the paper with a summary and discussion of possible
extensions.

2. Notations and Definitions

The Discrete Memoryless Source (DMS) is defined as a sequence {(X;,Y;,S;)}2, of discrete
independent identically distributed random variables (i. i. d.) X, Y, and S, taking values
in finite sets X', ), and S, which are the source messages alphabets, respectively. Let

P*={P*(z,y,s),r€ X,y € Y,s €S}

be the generating probability distribution of the source outputs (X,Y;S). The source is
memoryless, which means that for N-length vector pairs x = (xy,7,...,2y) € XNy =

(y17y2a 7?/]\7) € yN and s = (817327 "'7SN) € SN
N
P(x,y,s H (x,y,s

The finite set X, different in general from X, is the reproduction alphabet at the receiver.
We will use the following distributions:

P ={P(z,y,s) = Py(s)Pi(x,yls),x € X,y € Y,s € S}
and the conditional distribution
Q={Q(z|x,y,s),r € X,y € Y, & € X,s€ S}.
A code (fy, gn) is defined by a pair of mappings: a coding
v XY x YV x SN = {1,2,...,L(N)},

and decoding R
gy :{1,2,...,L(N)} x SN = X,

where L(N) is the code volume. Code rate is

R(fN, gN) = ]1[ log L(N)

Throughout this paper, all log-s and exp-s are of base 2.
We consider the distortion measure

d: X x X —[0;00)

between source and reconstruction messages. The distortion measure for N -length sequences
is the average of the components’ distortions
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The task of this system is to ensure restoration of one of the components of source
messages, i.e. X, at the receiver within a given distortion level Ay and with a small error
probability in the case when the state sequence is available to both the encoder and the
decoder. At the same time, the other source output Y should be kept as secret as possible
from the receiver or wiretapper. This protection level is measured by the equivocation

rate, defined as

1
R, = NH(Y|L(N)’ S)v

where H(Y|L(N),S) is the conditional entropy [14]. In other words, the equivocation rate
indicates the receiver’s uncertainty about y given [ and s.

For the formulation of the result, we remind the following definitions [14].

The entropy of RV S is

HPO ZPO lOgPO )

seS

The conditional entropy of RV XY relative to the random variable S is

Hp(X,Y|S)=— Y P(x,y,s)log Pi(z,y|s).

zeX,ye), seS

The conditional mutual information of RV X, Y and X relative to the random variable
S is
Q(Z|z,y, s)

= Z P(x,y,S)Q(i’|$,y, S) logW’

TEX,yEY, FEX,5ES

where

PQ(ils)= Y. Pi(z,yls)Q(#]z,y,s).

reX yey

The following property will be used below:
Ipo(X,Y;X|S) = Hp(X,Y|S) — Hpo(X,Y|X, S).
The Kullback-Leibler divergence between the distributions P and P* is defined as fol-

lows:
P(x,y,s)

D(P||P") = > P(z,y,s)log Py

zeX yeY,seS

We define the error probability of the code (fn,gn) as

e(fn.gn, P*,Ag) = 1 — min P"™(A(s)),

seSN

where A(s) is the set of satisfactorily transmitted vectors for a given s, which are recon-
structed within the distortion constraint A, > 0:

.A(S) = {(X7 Y) : gN(fN(Xu Yy, S), S) = )A(’ d(X, i) < Ad}
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Definition 1. The triple (R, A4, A,) is called E-achievable for given P*, E > 0,A, >
0,A, > 0, if for every € > 0,6 > 0, there exists a code (fy, gy) such that

1
NlogL(N) < R+e
the error probability is exponentially small

e(fn,gn, P*,Ag) < exp{—N(F —¢)}

and the equivocation rate

R.> A, —c.

We denote by R*(F) the set of all E-achievable triples. We will consider the distortion-
equivocation F-achievable region:

Ra,a(E) ={(Aq, Ac) : (R, Mg, Ac) € R*(E) for some R > 0}.
Then the RRDE function is defined as

R*(E, A4, A,) = min R.
(R,Ag,Ac)ER*(E)

At last, the equivocation-reliability-distortion function (ERD) is:
I'(E,Ay) = max A..

(AsA)ERY A, (B)

3. Formulation of Results
Consider the following set of distributions P on X x ) X § :
a(E,P*)={P: D(P||P*) < E}.

Let Q(P, A4, A.) be the set of all conditional PDs Qp(Z|z,y,s) = Qp, corresponding to
the PD P, for which the following conditions hold:

Ed(X,X) = Y P(z,y,5)Qp(i|z,y, s)d(z, &) < Ay, (1)

T,Y,8,T

Hpo,(Y]X,S) > A,.

Then
Q<P7 Ad) = U Q<P7 Ada Ae)-

HP,QP (Y‘Xvs)SAESHP,QP (Y'19)

The main result of this paper is presented in the following theorem.
Theorem 1. For given source distribution P*, every E > 0,

(Ra Ada Ae) : Ad > OvAe > 07

\ <R, < i Hpo,(Y,|X,S),
Ri(E)=] VS Fes min o max  Hrer(V1X,5)

R> ' I X.Y:X|S
> max o mnin o Ipo, (XY XS)
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This result characterizes the fundamental trade-off between rate, distortion, reliability,
and secrecy in the presence of side information. The proof is given in the Appendix, based
on the method of types [15].

Corollary 2. The ERD function equals

P80 = ) 0,280, Trar I S)

Corollary 3.
R(E, Ay, Ae) : Ay >0,
Apa.(E) =
0 <A, <I™(E,Ag)
Corollary 4. The RRDE function equals

(E.Ay A,) = i I X.Y:X|9).
R (B, Aa, Ac) Peg%%),(P*)QpeQr(r}’lgd,Ae) Qe (X, Y; X|5)

Corollary 5. The limits of the RRDE and ERD functions when E tends to 0, coincide with
the RDR and ED functions stated in [7]:

lim R*(E, Aq, Ac) = B (Ag, Ac) = P Ips g (X, Y5 X|S).
lim [*(E, Ay) = I*(A,) = Hpeo..(Y]X,9).
lim T"(E, Ag) = I'"(Aa) o0 | Hpgp( X, 5)

Corollary 6. In the absence of a secret component, the achievable region coincides with [12]

(R, Ag, Ap) - Ay >0,A, >0,

. <R < Hpo. (Y]X),
RA(E) = O Re S i) o, B, e (V1)

R> max min Ip,QP(X,Y;X)

T Pea(E,P*) QpeQ(P,Ag,A)

Corollary 7. In the absence of side information at the decoder the result reduces to [11]

R(E,A, P) = pluax o min Ipgp(X; X|9).

For the proof of Theorem 1, we will use the following modification of the Covering Lemma
[16], [5].

Lemma 1. Let fore >0
J(P,Q) = exp{N(Ipq(X,Y; X|S) +€)}.

Then, for every type Py state sequence s € 7}];7(3), conditional types Py and @), there exists
a collection of vectors

{%) € Tho(Xs).j = 1,... J(P.Q)},
such that the set

{TPo(X,Y1%;,8),5 = 1,..., J(P,Q)},
covers T (X,Ys) for N large enough, that is

T (X,Y]s) U o(X.Y|%;,s).
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4. Proof of Theorem 1

The proof of Theorem 1 consists of two parts: achievability (direct part) and converse (inverse
part).

4.1 Achievability

First we shall prove that any triple (R, A4, A.) satisfying the conditions of Theorem 1 is
E-achievable or that
(R) Ada Ae) : Ad Z 07 Ae Z 07

. <R < mi Hpo, (Y|X,S),
RiE)2] 0 fes min o max  Heer(VIX,S)

R > Ipo.(X,Y:X|S
Perc\cI%%XP*)QPEQ(PgdA) rar(X, Y31 X[S)

Step 1: Type Partitioning
Let us represent the set of all source messages of length N as follows:

Nx PN x 8N = U (XY, 8= J U T (X,Y,9),
PePN(XxY xS) PoePN(S) PLePN (X XY,Py)
where PV (X xY x S) is the set of possible types P of triples (x,y,s) € XN x YNx SN PN(S)
is the set of possible types Py of vectors s € S, PV (X x Y, P,) is the set of conditional types
Py of pairs (x,y) € XN x YN for given P.
Using the properties of types and the definition of the set «(FE, P*) for each § > 0, the
probability of observing sequences with types outside a(E + ¢, P*) satisfies:

Py mens) - S @)
Pga(E+6,P*) Pga(E+5,P)
ReINZIN] _ i
< (N+1) exp{ NP@?EHES,P*) D(PHP*)} (2)
< exp{—NE — N+ |X||V||S|log(N + 1)}

IN

exp{—N(E+§/2)},

for sufficiently large N.

Step 2: Code Construction

For each Ay > 0, fix type P € a(E + 0, P*) and some Qp € Q(P, Ay, A.). Let for each
s € TH(9)

O(Pu QP7j7 ) 7;3‘QP()(7Y|)ACJ7 U PQP X7Y|)A(j’7s)7 j: 17J(P7 QP)
J'<J

Define a code (fn,gn) for each s € 7}](\)[ (S) and vector pairs of conditional type P; with
encoding as:

j, when (x,y) € C(P,Qp,j,s), P € a(E+ 9, P*),

fN(X7y|S) =
jo, when (x,y) € TA(X,Y]|s), P & a(E + 6, P*),
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and decoding
gn(Jls) = %;, gn (Jols) = Ro,
where the number j, and the reconstruction vector X, are fixed. Obviously, with such a
code, an error occurs only when the number jj is sent.
Step 3: Distortion Constraint
According to the definition of the code and the inequality (1), for P € a(E + 9, P*) and
Qp € Q(P, Ay, Ac) we have:

d<X7§(j) = Z P(:U,y,S)Qp(i“|x,y,s)d($,§:)

T,Y,T,8
= EP,QPd<X)X) S Ada j = 17J(P’ QP)7

which ensures that the distortion constraint is satisfied.

Step 4: Rate Analysis

According to Lemma 1, the number of vectors X, each s for type P and corresponding
conditional type Qp € Q(P, Ay, A,) is:

Lpge(N) = exp {N(Ipg,(X,Y; X|S) + )} .
Then, taking into account that the number of types has a polynomial estimate [15]

LIN) = min L N
( ) B PEO‘(;:*(S,P*)QPEQ(P,Ad,AE) PvQP( )

< (N + 1)IFIVISE max mi

N(I X.V: X .
PEa(E-HS,P*)QPEQ(P,%dAe)eXp{ ( P’QP( Y3 X[5) + 6)}

Hence, the corresponding limit for the transmission rate is:

1 1
108 Lrg, (N) = € = X[ V]IS] log(N + 1)

< i Ipo. (X, Y: X|9). 3
_Pear(%é-l&-}g,P*)QPGQr(nPl&d,Ae) P7QP( T ‘ ) ( )

Taking into account the arbitrariness of € and 0 and the continuity of the information
expression (3), we get:

R*(E,Ag,A.) <  max min ~ Ipo,(X,Y; X]S). (4)

" Pea(E,P*) QpeQ(P,A4,Ae)

Step 5: Equivocation Analysis
Using type properties and entropy bounds, for this code the equivocation rate can be
evaluated as follows:

1
SHYIL(V), 8) (5)
L(N)
> SRSy X Herap (YI06.3) € C(P,Qr ) P {(5.3) € C(P.Qp. )
L(N)

=LAy ]

J

Il
—
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- > Pyl(x,y) € C(P,Qp,j;s)} log P{yl(x,y) € C(P,Qp,j,s)}

y:x,yeC(P,Qp,j,s)
XP*{(X7 Y> € O<P) QP7j7 S)}
For any y such that x,y € C(P,Qp, j,s) for some x

P{(x,y) € C(P,Qp,j,s)ly} P*{y}
P*{(X? y) € C(p7 QPaj7S>}

P*{Y|(X7Y) S C(Pa QPaja S)} =

> P{x,yly,s}P*{y} N > P{x|y,s}P*{y}
. (X,y)eC(P,QP,],S) < XETP’QP(X‘yQ(jvs) (6)
> P{x,y|s} - > P{x,y|s}
(X,y)eC(P,QP,j,S) (X,y)EC(P,QP,],S)

As the probability of the pair (x,y) is constant within the same type, from (6) we obtain
that )
| pQP(X\y,X s)|

Piyl(xy) € C(P,Qp,j;8)} <

exp[N(Hpq, (XY, X, 9)]
(N )T exp[N (Hp g, (X, Y] X, )]
Then, from (5), (7) and (2) we obtain that

xp[~N(Hpa,(Y|X.8) o). (7)

~H(Y|L(N),S)
1 L(N) N
> Py(s)= > |N > P{yl(x,y) € C(P,Qp,j,s)}(Hpq,(Y|X,S) —¢€)
s N T | yvieyecrris)
XP*{(X7Y) € O(Pa QP7j7 S)}
L(N) R
= ZPO )P{(x,y) € |J C(P,Qp,j.8)}(Hpo,(Y|X,S) —¢)

j=1

> (1— exp{~N(E +5/2)})(Hpo, (Y|X,5) - o).
For N large enough, we obtain that
R.> Hpo, (Y[X,S)—e> A, —c (8)

According to (2), (4) and (8), we state that the triple (R, A4, A.) is E-achievable.

4.2 Converse

Now we show that any FE-achievable triple satisfies:

(R7 Ada Ae) . Ad Z 07 Ae Z 07

0<R,< H Y|X.S
P g, 0%, Hrar (VIX, ),

R (E)

N

R > i Ipo.(X.Y: X|S
_PeraI%JaE},(P*)QPEQI(nPl,gd,AE) rep(X,Y; X5)
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Step 1: Setup

Let € > 0 be fixed. Consider a code (fy, gn) for each blocklength N with (R, Ay, A.) E-
achievable triple. We must show that for some Qp € Q(P, Ay, A.) the following inequalities
hold for N large enough:

1 .

v g L(N) +e= Pegz%fp*)[P,Qp(X’Y;X\S)’ (9)
1 .
il e < ; )
N EYILN), S) —e< PGLI(I}EI}P*)HP,QP(Y’Xas) (10)

Step 2: Size of Typical Sets
Let A'(s) be the complement of the set A(s). The following statement is true:

A) T (X Ys)| = [T (X, Y]s)| = [A () VT (X, Ys)] .

For P € a(E — ¢, P¥)

PV LA NTY (X, Y]s)}

PN (x,ys)
< exp {N(Hp(X,Y[9) + D(P||P"))} exp {=N(E — )}
< exp{N(Hp(X,Y|S) —€)}.

AENTH X Ys)| =

Hence,
\A(s) T (X, Y|s)‘ > (N + 1) WiSlexp (NHp(X,Y|S)} — exp {N(Hp(X,Y|S) — €)}
— oxp {N(Hp(X,Y|S) — €)} ( ( Neipl{)ﬁi;& - 1) (11)

> exp {N(Hp(X,Y]S) - o)}

For each s € T (S) and x,y € A(s) N T2 (X,Y[s) corresponds a unique vector X such
that )
i:gN(fN(va’s)as) and X € 7;3],VQ<X|X7Y7S)'

Step 3: Conditional Type Decomposition
Let us divide the set of all vectors ‘.A(s) NTA (X, Y]s)’ into subsets by conditional types
Qp. The class having maximum cardinality for given P, we denote by

N
(MEONTE YR,
According to the number of conditional types @), for sufficiently large N, we have:

ASNTH X, Ys)| < (V+ DM (A O 7 (X Ys)),

< exp{Ne/2} (AN TE (X YD), - (12)
Let
D(s) = {%: gn(fv(x,¥]s),s) = %, for some (x,y) € A(s) (T2 (X, Y[s) TR, (X, Y[%,s)} .
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From the definition of the code |D(s)| < L(NV), then

(ASNTIEYR)|, < X [T Yiks)

X€D(s)
< L(N)exp{NHpg,(X,Y|X,S)}. (13)

Step 4: Lower Bound on Rate
From (11-13) follows

L(N) > exp{N(Ipq,(X,Y; X|S) — €)}

for each P € a(E — ¢, Px) and some Qp for which Epg,d(X, X) < Ay, because x,y € A(s).
Step 5: Equivocation Upper Bound
From the achievability it follows that

A, —e< ;]H(YM(N), S) < Hpg,(Y|X,S).

Thus, Qp € Q(P, Ay A.) and inequalities (9) and (10) are valid. The Achievable triples
must satisfy the same constraints as in Theorem 1, completing the proof of Converse part.
Theorem 1 is proved.

5.  Conclusion

In this paper, we developed a unified information-theoretic framework for lossy source coding
with side information, incorporating reliability and secrecy constraints. We introduced the
notion of F-achievable triples and derived a complete characterization of the rate-reliability-
distortion-equivocation (RRDE) region.

The obtained results explicitly quantify the interplay between compression efficiency,
reconstruction fidelity, decoding reliability, and confidentiality. In particular, we derived
closed-form expressions for the RRDE and ERD functions and demonstrated that they nat-
urally generalize classical rate-distortion and rate-distortion-equivocation results.

The proposed framework is well-suited for modern applications involving secure and re-
liable data transmission, such as distributed sensing systems, privacy-preserving data com-
pression, and communication networks with confidentiality constraints.

Future work may include extensions to multi-user scenarios, continuous alphabets, and
alternative secrecy measures such as strong secrecy or semantic security.
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Annmoramnus

B nanHoit pabote paccmaTpuBaercs 3a7ada KOJUPOBAHUS HCTOYHHUKA C TIOTEPSMU IS
OJTHOCTOPOHHUX MCTOYHUKOB C KOPPEIMPOBAHHBIMU BBIXOJAMH TIPU HAJTHYHH MTOOOYHOU
nH(pOpMaIINY KaK Ha KOJAepe, TaK U Ha JeKojaepe. B TaHHOM clieHapu# OJUH KOMITOHEHT
WCTOYHHMKA JOJDKEH OBITh IepelaH IOJIydaTelllo ¢ COOJIIOJICHHEM 33aJaHHOTO YPOBHS
HCKQKEHUS, B TO BpeMs KaK JAPYroil KOMIIOHEHT JOJKEH OCTaBaThCS MAaKCHMAIbHO
KOHOQHUICHIIMATBFHBIM U TIOJIy4YaTeNlsi WU MOTCHIMAIBHOTO mepexBaTunka. s
KOJIM4YECTBEHHOH XAPAKTCPUCTHKU HAHHOTO KOMIIPOMHCCA BBOIUTCA W AHAJIU3UPYCTCA
byHKIUSA CKOPOCTh-HaIe)KHOCTh-UCKAKEHUE-HEOIPEIEIICHHOCTb, a TaKXKe
COOTBETCTBYIOIINE (YHKIIMU HEOMPEIEICHHOCTh-HAIE)KHOCTh-UCKAKEHHE U CKOPOCTh-
HA/IOKHOCTh-UCKaXeHHEe. [loydeHHBIe pe3ynbTaThl TPEACTABISIIOT CO00H  eTUHYIO
MH()OPMAIIMOHHO-TEOPETHYECKYI0 ~ 0a3y,  ONMHCHIBAIONIYI0  B3aUMOCBS3b  MEXKIY
3¢ (HEKTHBHOCTHIO CXKATHSI, TOYHOCTHIO BOCCTAHOBJICHUS, HAJIGKHOCTBIO H CEKPETHOCTHIO.
KiroueBblie ¢JI0Ba: GYHKIHS CKOPOCTh-HAISKHOCTh-UCKAKEHUE-HEONPEICICHHOCTD,
KOOAUPOBAHUEC UCTOUYHHKA C TIOTCPIAMU, CKATHEC JaHHBIX, KOJUPOBAHUC HCTOUYHHKA C
MoO00YHOM MH(pOPMAITHEH, TEOPHUS CKOPOCTh-UCKAKEHUE.
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