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Abstract

With the increasing volume of email-based attacks and unauthorized access to mail
servers, the need for automated monitoring and response mechanisms has become
essential. This paper presents the development of an automated alert system designed to
detect and handle compromised email accounts. The system monitors the mail server queue
on a Linux server, detecting anomalies based on a significant surge in queued messages.
Upon identifying suspicious activity, the system attempts to determine the username
associated with the highest number of SASL authentications and triggers appropriate alerts
or mitigation actions. Additionally, the system is integrated with a Telegram bot, allowing
administrators to take immediate corrective actions remotely. This approach provides a
lightweight, effective method for preventing email abuse and ensuring the integrity of
email servers.
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1. Introduction

Mail servers are common targets for malicious attackers seeking to exploit compromised accounts
for spam and phishing campaigns. Once an email account is compromised, it can be used to send
tens of thousands of spam emails before the breach is detected. Such activities can lead to
unwanted load for the mail system, blacklisting of mail servers, reputational damage for the whole
origin network, and security breaches. Traditional security mechanisms such as rate-limiting, IP-
based restrictions, fail2ban [1], Rspamd [2] or Spamassassin [3] offer some level of protection,
but they are not enough for immediate detection and mitigation of compromised email accounts.
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This paper presents the implementation of an automated alert system that continuously
monitors mail server queues and detects unusual spikes in queued messages. The system uses
SASL authentication [4] logs to identify the account responsible for excessive email submissions.
Additionally, it is integrated with a Telegram bot API [5], enabling administrators to receive alerts
and take mitigation actions remotely. By automating the detection and response process, the
proposed system minimizes response time by enabling immediate intervention, thus preventing
further misuse of compromised accounts and reducing the impact of account compromises.

2. Related work
Several existing solutions aim to detect compromised email accounts, including:

* Intrusion detection systems (IDS) [6];
* Rate-limiting mechanisms [7];
* Reputation-based filtering using Domain Name System blocklists (DNSBL) [8];

However, these methods often rely on external data sources or predefined thresholds, which
may not adapt to evolving attack patterns.

The system proposed in this paper offers a real-time, in-server detection mechanism that is
independent of third-party services. It is not intended as a replacement for other solutions, but as
an additional level of protection for the mail server.

3. Postfix considered as MTA

In this paper, we consider a mail server to run based on Postfix [9]. Postfix is one of the most
widely used mail transfer agents (MTASs) for handling email delivery on Unix-like operating
systems. Postfix was originally developed by Wietse Venema as a secure alternative to the standard
UNIX MTA - Sendmail. Formerly known as Vmailer, Postfix was released by the end of 1998 as
the IBM Secure Mailer and later renamed to Postfix [10, 11].

Postfix is known for its performance, flexibility, and ease of configuration. It supports various
authentication mechanisms, filtering capabilities, and queue management features, making it a
preferred choice for mail servers ranging from small deployments to enterprise-level
environments. Due to its modular design, Postfix integrates well with security tools, spam filters,
and monitoring systems, ensuring reliable and efficient email processing.

4. System Design and Implementation

The automated alert system is running regular checks for a sudden increase in the mail queue size.
In case an unusual number of messages is detected in the queue, additional checks are performed
to identify the cause of the anomaly. Most often, this indicates that the password of an email
address has been hacked (usually by brute force) and spam has been sent from that address. If the
assumption is confirmed by additional checks of log files, the system triggers an alert and takes
emergency steps to prevent further damage. Details of the system are described below.

4.1 Mail Queue Monitoring

Postfix manages email delivery through a structured mail queue system, which consists of several
directories where messages are temporarily stored during processing. The main queue directories
include:
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* Incoming Queue (/var/spool/postfix/incoming) — Stores new messages before they are
processed by Postfix.

* Active Queue (/var/spool/postfix/active) — Contains messages that are actively being
delivered. Postfix prioritizes these messages for immediate processing.

* Deferred Queue (/var/spool/postfix/deferred) — Holds messages that could not be
delivered on the first attempt. Postfix retries delivery at scheduled intervals.

* Maildrop Queue (/var/spool/postfix/maildrop) — Used for messages submitted locally by
Postfix-compatible senders.

* Hold Queue (/var/spool/postfix/hold) — Stores messages that require manual intervention
before being processed further.

Each message in these directories is stored as a separate file with metadata that helps Postfix
track its delivery status. The queue management system ensures efficient handling of emails,
preventing congestion and optimizing delivery performance. Administrators can monitor and
manage the queue using commands such as "postqueue -p" to list queued messages.

Since our goal is to detect spam outbreaks, which typically result in a sudden surge of emails
being queued, monitoring the mail queue size is a crucial step. A basic way to achieve this is by
using the "postqueue -p" command, which lists all queued messages and allows administrators to
assess the queue status. Thus, the number of messages in the queue can be obtained at any time
with a command sequence like "postqueue -p | tail -n +2 | wc -I".

However, this approach requires parsing command output, which can be inefficient, especially
during a large-scale spam event when thousands (or even tens of thousands) of messages may be
queued. To improve performance, we opt for a more efficient method - directly counting the
number of files in the Postfix queue directories (Incoming Queue, Active Queue, Deferred Queue
and Maildrop Queue). This approach eliminates the overhead of command execution and text
processing, providing a faster and more reliable way to detect email surges in real-time.

It should be noted that we do not need to check the Hold Queue (/var/spool/postfix/hold)
because messages in this directory are placed there manually or through policy-based filtering and
are not actively processed for delivery. Unlike all other Postfix queue directories, which reflect
real-time email flow, the hold queue contains messages that require administrative intervention
before they can proceed. Since a spam outbreak results in a rapid increase in automatically queued
messages, monitoring the hold queue would not provide meaningful insights into the outbreak's
severity or impact. Instead, focusing on the other queues ensures that we detect and respond to
excessive email generation more efficiently.

4.2 Periodic checks

To ensure continuous checks, the monitoring script should run periodically as either a Cron job
[12] or a Systemd service timer [13], providing real-time detection of spam outbreaks without
significant resource usage. Since it only performs lightweight operations - counting files in the
mail queue and parsing logs - it runs efficiently without impacting system performance.

4.2.1 Monitoring with Cron Job

Generally, configuration with a Cron job is easier and sufficient. It only requires adding a line to
the root user's crontab configuration, like the following example:
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*[2 * *** [path/to/script.sh

As a result, the script will be continuously executed every 2 minutes.

But there is an important detail about Cron jobs that should be noted forimportant monitoring
actions like the one described in this work. Running of any Cron job always depends on the cron
service, which is a separate process (typically named cron or crond, depending on the Linux
distribution), responsible for running scheduled tasks. So, if crond/cron accidentally stops or
crashes, none of the scheduled jobs would run until the service is restarted. That is why the next
systemd service timer-based solution is more preferable for our task.

4.2.2 Monitoring with Systemd Service

The key advantage of systemd timers over cron jobs is that they are managed by the systemd
process. And since systemd is the process number one in the Linux system, it is always running as
long as the system is up. This would ensure that any scheduled script will execute reliably. Even
if a timer fails, the systemd process can restart it automatically.

However, configuring systemd timer requires much more efforts than just adding a line in Cron
configuration. Below, we present an example of such a configuration.

Creating a systemd service file (/etc/systemd/system/spam-check.service):
[Unit]

Description=Spam Outbreak Detection Script

After=network.target

[Service]

ExecStart=/path/to/script.sh

Restart=always

User=root

[Install]

WantedBy=multi-user.target

Creating a timer (/etc/systemd/system/spam-check.timer):
[Unit]

Description=Run spam check script every minute

[Timer]

OnBootSec=2min

OnUnitActiveSec=2min

[Install]

WantedBy=timers.target

Enabling and starting the timer:
systemctl enable --now spam-check.timer

The above systemd timer configuration ensures the script runs at regular intervals, detecting
anomalies promptly while maintaining system efficiency.

It should be noted that the checking frequency of every 2 minutes mentioned above was given
as an example, but it can be adjusted according to need. At the same time, it is important to mention
the fact that the log file check (which can take a considerable amount of time) is performed only
at the second stage, in case of detection of exceeding the threshold of the mail queue size. This
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means that in most cases, the check time will be very insignificant. We have checked this
assumption by running the script (with the "time" prefix) to determine its execution time, and on
average, we found it to be about 12-17 milliseconds. Thus, frequent script launching has virtually
no effect on system load while at the same time ensuring timely response to anomalies.

4.3 ldentifying the Compromised Account

Identifying the compromised account is completed at a second stage only if the mail queue size is
detected to exceed the defined threshold. This is accomplished by analyzing the mail server log
file. On each run, the script parses SASL authentication messages in the current mail server log
file to determine which user has authenticated most frequently within a recent timeframe (on most
Linux systems the default place for such messages is /var/log/mail.log).

Log files are generally subject to rotation,which are most often performed either on a weekly
or monthly basis. In any case, the checks described below reveal the most recent data for the period
after the last file rotation. The command sequence used for the checks is presented below:

cat /var/log/mail.log | awk -F"sasl_username=""{print $2}' | sort | uniq -c | sort -nr | head -6 | tail -5

The result is a list of sorted top 5 authentications from the last period. In case of a spam
outbreak, the first line (or the first few lines) will have a comparatively very large number of
successful authentications, which is a proof of a potentially compromised account.

An example of the alert message is presented below:

Mail server queue has exceeded the specified threshold.
Current queue size is: 12869
Top 5 SASL authentications from /var/log/mail.log:
15628 [compromised-mail-address] @somedomain
234 [other-mail-address1]
122 [other-mail-address2]
104 [other-mail-address3]
86 [other-mail-address4]

In case such an anomaly is detected, the system immediately flags that email account as
potentially compromised, notifies the administrator of the problem, and provides the opportunity
to take preventive actions, which are described below.

4.4 Telegram Bot Integration

Integration with Telegram Bot is performed according to Telegram Bot APl Documentation [5].
The script is integrated with the Telegram Bot to send alerts. Administrators receive messages with
details such as the compromised account, suspicious activity, and recommended actions.

An example of a script to implement integration with a Telegram Bot is presented below:
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#!/bin/bash

tgbot:"*********************"

thhatl d ="kkkkkkhhhhkhhihhhixn

tgurl="https://api.telegram.org/bot"$tgbot"/sendMessage"
QUEUEDIR_ROOT="/var/spool/postfix"

MAX_QUEUE_LENGTH=***

# Get the number of messages sitting in each postfix queue directory

Q_ACTIVE=$(find ${QUEUEDIR_ROOT}/active -type f | wc -I)

Q_INCOMING=$(find ${QUEUEDIR_ROOT}/incoming -type f | wc -I)

Q_DEFERRED=$(find ${QUEUEDIR_ROOT}/deferred -type f | wc -I)

Q_MAILDROP=$(find ${QUEUEDIR_ROOT}/maildrop -type f | wc -I)

# If any of these queues contain more than SMAX_QUEUE_LENGTH issue an alert

if [ ${Q_ACTIVE} -gt ${MAX_QUEUE_LENGTH} -0 ${Q_INCOMING} -gt
${MAX_QUEUE_LENGTH} -0 ${Q_DEFERRED} -gt ${MAX_QUEUE_LENGTH} -0
${Q_MAILDROP} -$

Q_TOP5=$( cat /var/log/mail.log | awk -F"sasl_username=""{print $2}' | sort | uniq -c | sort -nr | head -
6 | tail -5)

tgmessage="Queue on ${HOSTNAME} is: $((${Q_ACTIVE} + ${Q_INCOMING} + ${Q_DEFERRED}
+ ${Q_MAILDROP}))"$'\n'$Q_TOP5

curl -s -d

"chat_id="$tgchatid" &text=$tgmessage&parse_mode=markdown&disable_web_page_preview=1"
$tgurl > /dev/null 2>&1

exit 2

fi

exit 0

4.5 Mail Queue Clean up

Since Postfix does not provide a ready mechanism to remove messages from the queue based on
the sender's email address, we use the following solution to clean up the mail queue, based on a
compromised email address pattern:

#1/bin/bash
# Define the email pattern to search for
ADDRESS_PATTERN="$1"
if [[ -z "$ADDRESS_PATTERN" ]]; then
echo "Usage: $0 '<email-pattern>""
echo "Example: $0 'spam@domain.com' or $0 '@domain.com™
exit 1
fi
# Get queue IDs for messages matching the pattern
QUEUE_IDS=$(postqueue -p | grep -B1 "$SADDRESS_PATTERN" | grep "*[A-F0-9]" | cut -d' ' -f1)
# Check if any queue 1Ds were found
if [[ -z "$QUEUE_IDS" ]]; then
echo "No matching emails found in the queue."
exit 0
fi
# Remove matching emails
echo "Removing emails matching pattern: SADDRESS PATTERN"
echo "$QUEUE_IDS" | xargs -r postsuper -d
echo "Done."”
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4.6 Mitigation Actions

Upon detecting a compromised account, the alert system allows administrators to take predefined
mitigation actions via Telegram bot, including:

» stop/start mail service;
* mail queue is cleanup (remove queued mails form the compromised email address);
» lock/unlock/generate new password for compromised email account.

Besides notifications and managing with the Telegram bot, the system can also send alerts via
email.

5. Results and Evaluation

The described alert system was tested on a Linux-based mail server running Postfix. The key
findings include:

e Compromised accounts are successfully detected in real-time within several minutes after
spam outbreak, significantly reducing response times compared to manual detection.

* The system prevented the mail server from being blacklisted by proactively blocking
malicious email bursts.

» The Telegram bot significantly improved response times by allowing administrators to take
action remotely.

* Low resource usage made it feasible the system to run constantly without impacting mail
server performance.

» Solution to check Postfix mail queue directories is more efficient than using "postqueue -
p" command, as it avoids parsing output and provides an immediate count of queued
messages, which is crucial in case of large-scale spam outbreak, involving thousands or
even tens of thousands of spam emails suddenly filling up the mail queue.

» Solution to configure systemd timers instead of Cron job ensures checks do not depend on
the cron process existance.

6. Conclusion

The developed automated alert system provides an effective solution for detecting and handling
compromised email accounts. It significantly improved detection accuracy and reduced
administrative workload. At the same time, it is not a replacement for standard protection methods,
but rather complements them perfectly.

By leveraging real-time mail queue monitoring and SASL authentication analysis, it enhances
email security while minimizing the need for manual intervention. The integration of a Telegram
bot further improves response efficiency, allowing administrators to act quickly during a spam
outbreak.

The system described in this paper, has been successfully tested on the Academic Scientific
Research Computer Network of Armenia (ASNET-AM) [14] and is currently being actively used
for implementation of set goals.
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AHHOTANUA

C pocrom o0beMa aTak Ha IIEKTPOHHYIO MMOYTY W HECAHKIIMOHHMPOBAHHOTO JOCTYNA K
MOYTOBBIM CEpBEpaM MOTPEOHOCTh B ABTOMATHU3MPOBAHHBIX MEXaHU3MaxX MOHUTOPUHTA U
pearupoBaHHs CTAHOBHUTCS BCe OoJiee CYIIeCTBEHHOH. B 3Toii cTaThe mpencTaBieHa pa3paboTka
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ABTOMATHU3UPOBAHHOW CUCTEMbI OMOBEILIEHNUS, PEeAHA3HAYEHHOM st OOHapyX)eHUs U 00paboTKH
B3JIOMAHHBIX YUETHBIX 3aIHCEH ANEKTPOHHOM MoYThl. CUCTEMA OTCIIEKUBAET OUEpPEb MOYTOBOU
ciIyO0bI Ha cepBepe Linux, oOHapy»XuBasi aHOMaJMu Ha OCHOBE PE3KOTO BCIUIECKAa KOJUYECTBA
coobmenuit B ouepenu. [Ipu BeIsIBIEHUN MOAOOHON aKTHBHOCTH CHCTEMA MBITACTCS OMPEICIIUTh
UM TI0JB30BATElIsA, CBSI3aHHOE C HAWOOJBIIMM KOJWYECTBOM ayTeHTHu(ukaruii SASL, u
3aIyCKaeT COOTBETCTBYIOIINE ONOBEIIEHUS WM IEHCTBUS IO YCTPaHEHUIO nocieacTsuil. Kpome
TOr0, cucTeMa UHTerpupoBana ¢ 6orom Telegram, 4To mMo3BossieT aAMUHUCTPATOPaM yAAJIECHHO
IOpeANpUHIMATh HEMEJUICHHBIe KOppeKTHpyomue aencTBus. Takoil moaxon oOecreyuBaer
OBICTPBI M A(()EKTUBHBIA METO TIPEIOTBPAICHUS 3I0YTIOTPEOIICHHI JIEKTPOHHON MOYTON U
o0ecreyeHns EIOCTHOCTU TIOYTOBBIX CEPBEPOB.
Kawuessie cioBa: Email, SPAM, Alert system, Telegram bot.



