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Abstract

In this paper, the design and features of the independent info-
communicational software resource are presented based on e-mail and SMS
technologies, named Unimail. The components of the server and their
responsibilities are also considered. Peculiarities of the Unimail’s architecture
and principles of workflow are discussed. Acceptable commands and

configuration details are described for users.
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1. Introduction

E-mail and SMS are world-spread info-communicational technologies. E-mail provides an
exchange mechanism of text messages between computers via the Internet. Despite the fast
delivery of the message to the addressee, email is a typical "on demand" system.
Another mechanism to send/receive text messages is SMS. However, it has several
disadvantages that are listed below:

» the size of the transmitted message is limited,

* message delivery is possible only in the coverage area of the cellular network or

according to the roaming agreements of the local cellular operator.

Despite its disadvantages, SMS technology has an undeniable advantage - the messages are
being delivered directly to the “pocket” of the addressee (mobile subscriber). The most important
disadvantages of e-mail and SMS can be solved by combined use of both technologies [1][2].
The limitation of the size of message as in case of SMS will be overcome by e-mail and the
problem of “on demand” of e-mail will be overcome by SMS [3].

2. Unimail Software
Unimail is an independent software product designed and implemented by the Institute for
Informatics and Automation Problems of NAS RA. With the use of both SMS and e-mail

technologies, Unimail gives possibility to the e-mail users to send an informative SMS
notification in parallel to the letter to the addressee. The initiator of sending notification for this
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system is the sender of the e-mail message, which makes it unique and different from the
existing instances.

The structure of Unimail (Figure 1)

LD consists of three general components.
The first part is responsible for
sending and receiving e-mails. Unimail
has its own mail server (SMTP), and
there is a separated block, which
TR provides functionality to communicate

with that server.

The second section is responsible
for working with GSM network. As a
part of Unimail there also is a GSM
modem. The independent block

SMTP Server
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Fig. 1. Structure of Unimail server.

provides the ability to control GSM
modem. In general, Unimail uses the
modem to send SMS messages/notifications.

The third section — the general one, is the core of Unimail software, which is responsible for
the main logic. The components of Unimail core are described in Figure 2. It consists of seven
different subsections. The received e-mails at first are being filtered by the following steps:

e Acceptable and correct command exists in the subject of the e-mail

e Addressee has not blocked the services of Unimail

e Addressee’s black/white lists allow the sender to notify him by Unimail
The specified phone number (in commands where phone number is required) is a valid
number from the current regional cellular network.

Components of Unimail

GSM * Providing functionality to communicate with GSM
modem controller modem

Mail Server controller * Providing functionality to control the mail server

Mail Filter » Filtering e-mails received to the mailbox

* Parsing the command from the subject and the text

Parser mentioned by user to send as an SMS message

* Emails written in Armenian or Russian being
Transliteration transliterated to Latin script to send SMS message to
avoid issues with fonts

* Responsible for user registration with e-mail address
and phone number

Registration section

Operations with Database *Providing functionality for registered users to block
o others to send notifications with the use of black or
(black and/or white lists) white lists

Fig. 2. Main components of Unimail software.
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By design, Unimail should work server side. As an optimal solution, it is being run as a
service to avoid using additional resources. It is repetitively requesting for new e-mails from the
mail server and is storing them for further processing. In case there is a new e-mail, it will go
through the mail filter.

Usually there are lots of spam and useless e-mails in mailbox. There are several
requirements that each mail should satisfy to pass the filtering process. First, it should contain a
command in the subject. In case the subject does not contain any command, or the command is
specified incorrectly, the mail will be ignored by Unimail.

For the monitoring of Unimail the informative logging mechanism on standard

- ‘/var/log/unimail’
directory is
implemented.
Figure 2 presents
the software in
action by logs. In
the logs the
current operations
of the server are
presented. For
this specific case
Fig. 3. Output log file of Unimail. the user has sent
an e-mail
message to two addressees and Unimail notifying them by SMS. This is a usual lifecycle of the
server. It filters all the inbox messages, then finds out if there is an e-mail satisfying the
requirements. In the subject of that e-mail there is a command that notifies the addressees about
the e-mail sent. Unimail sends notifications one by one and checks the results.

3. Basic Functions of UNIMail-ASNET

To use any service of Unimail, the users should send (To / CC / BCC) a copy of the e-mail to the
address of the server - unimail@unimail.asnet.am.
To send an SMS notification in parallel to an e-mail to the addressee, in the subject there should
be specified a list of phone numbers with asterisks (Subject: *<list of phone numbers separated
by spaces or commas>*). Similar markers could also be used on the body of e-mail to append
the mentioned part to the SMS message (Body: *<important information>*). The selected
fragment should not exceed 110 characters, including spaces. If there is no selected fragment, a
standard notification will be sent by SMS. As a result, the addressee will receive an SMS in
format:
“UniMail: You got email from <email address>: <section from body>"

In case there is no e-mail address specified in To, CC or BCC fields of the received e-mail,
except for the address of the server, then just the SMS message will be sent to the specified
phone numbers instead of the notification. To summarize, for this specific case, Unimail allows
to send SMS via e-mail.
The initiator of notifying about the e-mail is the sender. However, the receiver should have an
opportunity to control the list of people who are permitted to send him SMS notifications. To be
able to control the lists, the user should tie his phone number with a personal email address. For
this configuration, Unimail requires a simple registration:

e To: unimail@unimail.asnet.am
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o Subiject: *reg: <own phone number> *

After sending the e-mail, an SMS containing a randomly generated 4 or 5-digit number will be
sent to the specified phone number. The user should send that number back to the server from
the same e-mail address:

o To: unimail@unimail.asnet.am

e Subject: *<confirmation code>*

Once the registration is complete, the user’s e-mail address and phone number will be paired.
The next operations are allowed for the registered users only.
Unimail supports two well-known systems of controlling permitted lists, i.e., black and white
lists. Any registered user can choose the appropriate type of control. By default, the mode being
chosen is “a black list” mode.
To change the mode the user should send an e-mail to the address of the Unimail server with
subject:
e For switching to “white list” mode:
o *use white list <own phone number> *
e For switching to “black list” mode:
o *use black list <own phone number> *

To include or exclude someone in/out of the black or white lists, the user should send an e-mail
to the same e-mail address with the following indicators:
e Subject:
o *add white/black list *
o *del white/black list *
e Body:
o * <own phone number> / <email 1>, <own phone number>/<email 2>, ...*

The registered user can also block/unblock all the services provided by Unimail by sending an e-
mail with subject:
e " block sms <own phone number>*

e *unblock sms <own phone number>*
4. Conclusion

Unimail is an info-communication autonomous software resource, which allows you to send
SMS notifications in parallel to the e-mail. It uses a unique approach when the initiator of
notification is the sender, who considers his e-mail to be important enough. At the same time, the
receiver can easily control the list of people who are permitted to send him notifications.
Receivers can even turn off all the services provided by Unimail.

To sum up, Unimail provides a complete package to control notification system of both senders
and receivers. It operates with any e-mail provider and can notify anyone from the regional
cellular network.
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UNIMail-h nbkntjuwnduljut hwnnppulgdut
hwdwljupgh spugpuyhtt wywhnynid

U. Unhpwupui, U. Vwbwuwb b E. Uungdtl
Udthnthnud

Uojpwnnwupnid  tkpuyugué tu SMS b email wbjuuninghwubph {pw
hhulws  nbnbjunjuljwb  hunnpyuljgdwt wilwhe spugpuyht nhunipup’
Unimail wbdudp, Unimail ubpdbph wnpwtdhtt dwubpp U ppubg
wupunwluwinipmniubtppn: Yhunwpldl; B Unimail-h jupnigwuspuwght
wnwbdtwhwwnlnipniutipp b wpliwwnwtph uljgpnitpubpp: Ljwpwugpjus L
hpwdwutbtph guuyp b jupquynpnidubph dwbpudwubpp ogrnuuntpbiph hwdwp:

ITporpammuas nognepxka uH@oO-
KOMMYHUKaIMOHHO#M cucreMbl UniMail

A. MxurapsaH, A. Hanacan u O. MaTsees
Anunoramus

Nudoxommynukanuonnas cucrema UNIMail -  HesaBucumsbIii — ammapaTHO-
IIPOrpaMMHBIN pecypc Ha OCHOBE TEXHOJIOTHWH 31eKTpoHHOM mouTsl u SMS. IIpuBenmens:
byHKIuoHanpHble KOMIOHeHTHI cepBepa UNIMail. OG6cyxzparorcs 0co6eHHOCTH
apXUTEKTYPBl U IPUHIHUIIBI pPaOOThI, 6a30BbIe KOMAH/bI CUCTEMBIL.



