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Abstract

In recent years biometrics is widely used in different tasks in the field of security.
In this paper we investigated the biometric identification system from an information-
theoretical point of view. We investigate the exponentially high reliability criterion
in biometric identification systems. The biometric identification system with random
parameter is considered, which is more realistic for application. The lower and upper
bounds of identification F-capacity of the model with random parameter for maximal
and average error probabilities are constructed. When F — 0 we derive the corre-
sponding bounds of the capacity of the biometric identification system with random
parameter, which coincide and hence, as a corollary we obtain the identification capac-
ity for this model.

Keywords: Biometric identification system, identification capacity, E-capacity
bounds, error exponents, channel with random parameter.

1. Introduction

In recent years biometrics is widely used in different tasks in the field of security. Biometrics
is being used for physical access control, computer log-in, international border crossing and
ID cards, e-passports, based on biological features of any person, such as fingerprints, an eye
iris [2].

In this paper we consider the protocol of biometric identification. The identification
system with random parameter is given in Fig.1. A typical protocol for identification consists
of two steps: enrollment and identification. During the enrollment, the biometric data of
M subjects are captured and analyzed, after that, for each individual, a record is added to
a database. A perfect system would always recognize an individual and reject an impostor.
To build an ideal channel is impossible because biometric data are gathered from individuals
under environmental conditions and the channels are exposed to noise. Such a system is not
perfectly secure, it leads to some errors, and it can be information-theoretical secure up to
a certain level. In this paper we investigated the biometric identification system from an
information-theoretical point of view. The enrollment-data in a database is a noisy version
of the biometrical data corresponding to the individual.
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x(1) —  WY(y|xs) s ¥(D)

x(2) —  WY(y|xs) s ¥(@)

(M) ——  WY(y|xs) — y()

Enrolling phase

x(m) —  WV(z|xs) z(m) decoder s m’

Identification phase
Fig. 1. Model of biometric identification system with random parameter

In the identification phase an unknown individual is observed again and another noisy
version of the biometric data is compared to the enrollment data in the database. The
system has to come up with an estimate of the individual.

Willems et al [1,3] investigated the fundamental properties of biomertic identification
system. It has been shown that it is impossible to reliably identify more persons than
capacity which is an inherent characteristic of any identification system. They derived the
capacity C' of this model.

In [4] the E-capacity new concept for biometrical identification system was introduced.
We investigated the exponentially high reliability criterion in biometric identification sys-
tems. In other words, we introduced a new performance concept of biometric identification
FE-capacity, which takes into account a stronger requirement on identification fault events
with extremely small probability (2% instead of €). In terms of practical applications an
exponential decrease in error probability (namely, in unwanted identification faults) is more
desirable.

In practice the individuals are observed in various places and at various times. That is
why it is more interesting from the practical point of view to assume that the considered
model channels depend on a random parameter of the biometric model. In this paper
we investigate the biometric identification system with random parameter, which is more
realistic for application.

The channel with random parameter with additional information on the encoder was
first considered by Shannon [5] and studied by Gelfand S. I. and Pinsker M. S. [6]. They
found the capacity of this channel for the average error probability C in a situation when
the state sequence is known at the encoder. Ahlswede R. F. [7] showed that the capacity for
the maximum error probability C'is the same. The E-capacity for the channel with random
parameter, E-capacity and capacity for the multiple-access channel with random parameter
was investigated by Haroutunian E. A., Haroutunian M. E. [8,10].

The channel can be considered in four cases, when the state sequence is known or unknown
at the encoder and decoder. Proceeding from the applications in the identification protocol,
the situation, when the state sequence is unknown at the encoder and decoder, is possible.

In this paper the lower and upper bounds of the identification F-capacity of the model
with random parameter for maximal and average error probabilities are constructed. When
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E — 0 we derive the corresponding bounds of the capacity of the biometric identification
system with random parameter, which coincide and hence, as a corollary we obtain the
identification capacity for this model.

2. Notations and Definitions

Let X, ), Z.,S be finite sets and W be a family of discrete memoryless channels W, : X — ),
with an input alphabet X and an output alphabet ). The s is the channel state, varying
independently at each moment of the channel action with the same known PD Q(s) on S.
There are M individuals and each individual has an index m = {1,2,---, M }. A biometric
data sequence x(m) = {x1,x,---, xy}, where z, € X ,n = 1, N corresponds to each
individual m. All these sequences are suposed to be generated at random with a given
probability distribution

N
=[] P(zn), z€X".

Enrollment phase. Let us have the stationary and discrete memoryless channel
W (y|z,s) with random parameter. In this phase all biometric data sequences x(m) are
observed via this channel. The state of the channel is changed by the following probability
distribution Q(s), it means

N N
WN(y|x,s):HW(yn|xn,sn H sp) xe XV, ye IV se SV
n=1 n=1
The resulting y(m) enrollment output sequences for all m = {1,2,---, M} are stored in

the database (define it as Ypg).

Identification phase. In the identification phase the biometric data sequence of an
unknown individual is observed via the same memoryless channel W (z|z, s) with random
parameter.

N
WN(Z|X,S):HW(yn|$n,Sn), zezZV, xeXxV, seSV.

n=1

The resulting identification output sequence z is compared to the sequences y(m), m =
1,2,---, M, from the database and the identification function

gN:ZN_>{071727'”7M}

produces the index of the unknown individual m’ = gn(z), here 0 stands for the case, when
the unknown individual has not been observed by the enrollment phase. If the state sequence
is unknown at the encoder and decoder, let us denote

WH(ylz) = > Q(s)W (ylx, s), =) Q(s)W(z|x, s).

ses ses
And
P ={P*(y ZW* ylr)P(x), z€ X, yeY},
. S WH(yle)W*(z|z)P(x
(ol — SV )W el Pla)

P+(y)
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The channel W* : )Y — Z is memoryless:

N
WN(Z|Y) = H W(Zn|yn)a VAS ZNa yc yN-

n=1

Denote by R the following rate

1
R= NlogQM.

The error probability of the identification of the person m is
e(N,m) = WY (Z2¥\gx' (m)[y(m)),

where
g (m) = {z : gn(z) = m}.

We consider the maximal and the average error probabilities

e(N) = maxe(m),

BN) = 5= Y elm).

meM
The E-capacity function for the given £ > 0 is defined as
— 1
C(E, P\ W) = A}im NlogM(E, P W* N),
where

M(E,P*,W* N) =sup{M :eq(N) <exp(—NE)}.
N

We denote by C(E, P*,W*) the E-capacity for the average error probability.
We shall use the following PD in the formulation of results:

P={P(y),y € Y},
V=A{V(zly),z € Z,y € V}.

For information-theoretic quantities, such as entropy Hp(Y'), mutual information
Ipy(Z NY), the divergence D(V||W|P) and for the notion of the type we refer to [9]- [15].

3. Formulation of the Result

To define the lower bound (random coding bound) of the identification of E-capacity for the
channel with random parameter let us denote:

R, (E,P*, W)

2

|>

+

= min
P,V:D(PoV||P*oW*)<E

For the formulation of the upper bound (sphere packing bound) of the indentification of F-
capacity let us introduce the following function:

Ry, (E, P*,W*) £ min Ipy(Z AY). (2)

P,V:D(PoV||P*cW*)<E
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Theorem. For the biometric identification system with random parameter for the given

P W* and for all E > 0

R.(E,P*,\W*) < C(E,P*,W*) <C(E, P*,W*) < Ry, (E, P*, W*).

The proof of the theorem is similar to the proof exposed in [4].
Corollary. When E — 0 we derive the lower and upper bounds capacity of the channel

with random parameter, which coincide and hence, we obtain the capacity

C = [P*,W*(Z VAN Y)
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E-ntiwlnipjul nuuniGuuhpnipjnilp yuwumwhwlwl ywpuwitnpnyg
JhGuwswhwlywl Gnyjiwjuliuwgiwl wpdwlugpnipjul hwdiwn

U. Qwpnmpynifyub b L. Stp-dwpnujwb
Udthnthnid

JdtpohlG wwphGbphtG YhGuwywhmpmilp jwylnptG Yhpwnymd L wijunwlqmpjul
ninpunp - wnwpptp  fulnhplGbpnud: Uuwunwlpmd  htnwgnugty £ yGGuwywhwyub
(nylwljwlwgdwl hwiwjupgp® hGpnpiwghnG-nbuwlwl mtuwllyjniGhg: Utlp htnw-
gnunnd tlp gngswjhG pwpép hnmuwihmpjul swhwGhyp® YeGuwgwhww6 GnmyGulu-
(lwgiwl hwiwlwnpgbpnui: “Fhnwpyyuo £ yuunwhwljwl qupudbnpny jaGuwswhwlul
(inyGwljwlwgdiwl hwdwlwpgp, npp YhpwnnipyniGGtph mbuwlnhg wytth hppmtuwju G
E: Gunmgwo GG E- mGuynmpjul ytphG L unnphlG qGwhwnwluw6ibpp wnwybjugnyG
L dhohlG vfuwih hwywlwywlnpmGitnh nhypmd ywunmwhwyul yuwpuwdtnpny dnnbih
hwdwp: Gpp £ — 0, unwlnd tlp wywunwhwijuwl wywpuwibnpny yaGuwswhwlywb
(nylwjwlwgiwl hwdiwlwpgh nlGwynpjul hwiwywunwufuwli glwhwwnmwlyuwGitpn,
npnlp hwipGylnd G0 L, npybtu htnmlwlp, vnwind tlip wyn dnnpbh GnyyGwlyuiugiwi
nilwynmpjniln:

HccaepoBaHMEe E-IIPONYCKHOM CIOCOOHOCTH AASL IIPOTOKOAA
OuoOMeTpUUYECKOM UACHTUPUKAIIMU CO CAYYAaWHEIM lIapaMeTpoM

M. Apytionan u A. Tep-Bapapausaun

AnHoTanus

3a IIOCAeAHMEe TOABI OMOMEeTpUKa IIMPOKO UCIIOAB3YEeTCSd B PA3AWYHBIX 3aAa4aXxX B
cepe 6e3onacHOCTU. B pAaHHOU paboTe MBI HCCAEAOBAAU CUCTEMY OMOMETPUYECKOU
UAEHTU(PUKAIIMUA C NTHPOPMAIUOHHO-TEOPETUIYECKON TOYKU 3peHUs. MBI UCCAeAyeM
KPUTEPUU HKCIIOHEHIIMAABHO BBICOKOW HAAEKHOCTU B OMOMETPUYECKUX CHUCTEMax
npeHTHUKAIMu. PaccMoTpeHa cucteMa OMOMETPUYECKOM UAEHTU(PUKALUU CO
CAYYaMHBIM IIapaMeTpoM, KOTOpasd OOAee peaAuCTUYHA C TOYKM 3PEHUS IPUAOSKEHUN.
[TocTpoeHBI HUKHAA M BEpPXHAA T'PAHULBI AN -TPOITYCKHOM CIOCOOHOCTH MOAEAU
CO CAyYYaMHBIM [IapaMeTpPOM AASI MaKCHMAAbHOM M CpeAHEeM BEPOATHOCTU OIIUOKH.
Korpa £ — 0 MBI ITIOAyYaeM COOTBETCTBYIOIHWE OLEHKM IPOIITYCKHOM CIIOCOOHOCTH
MM CUCTEMBI OHMOMETPUYECKOM WAEHTU(PUKAUM CO CAYYaUHBIM IIapaMeTpoOM,
KOTOpPBIE COBIIQAQIOT M, KaK CAEACTBHE, MBI IIOAy4YaeM MPOIIYCKHYIO CIOCOOHOCTH
UAEHTUPUKAIIUU AAST DTOU MOAEAMN.



