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Abstract

This paper presents the concept of authenticating eduroam users via their
organization's IMAP server. The concept described is based on the fact that most
organizations, even lacking their own personnel identity database, have at least an email
service in place and, thus, have a working IMAP server for their organization domain
name. Thus, the existing email username/password within a particular organization can
be used as an identity source for eduroam authentication. The paper describes the
components required to implement the concept, as well as some expected limitations for
this solution. The concept is planned to be implemented in ASNET-AM network in order
to stimulate more rapid use of eduroam service in Armenia.
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1. Introduction

eduroam (education roaming) [1] is a secure, global wireless network roaming access service
developed for the international research and education community. It allows users (researchers,
teachers, students, staff) from different institutions to securely gain WiFi Internet access, while
being within the WiFi coverage area of any eduroam-enabled institution around the globe. The
eduroam principle is based on the fact that the user’s authentication is done by the user’s home
institution, whereas the authorization decision allowing access to the network resources is done
by the visited network.

eduroam is based on the IEEE 802.1X standard technology and a hierarchy of authorizing
RADIUS servers [2]. The role of the RADIUS hierarchy is to forward user credentials to the
user’s home institution, where they can be verified and validated. When a user requests
authentication, the user’s realm determines where the request is routed to. The realm is the suffix
of the user-name, delimited with ‘@’, and is derived from the organization’s domain name. So,
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each institution participating in eduroam has its Institutional RADIUS server (IRS) connected to
the federation level RADIUS server (FLRS) of the country where the institution is located.

The FLRS is normally operated by the National Research and Education Network (NREN) of
that territory. These federation-level servers have a complete list of the participating eduroam
institutions in that country. This is sufficient to guarantee roaming operations. In case of
Armenia, ASNET-AM is the Armenian NREN acting as a National Roaming Operator (NRO).

International roaming in eduroam is operated by means of two top-level RADIUS servers
deployed in Europe, which forward the users request to the right territory.

2. Concept Architecture

Instead of using the simple “one-password-for-all” principle to provide WiFi Internet access,
eduroam service instead requires connecting users to provide their personal credentials
(username/password) from home institution in order to gain WiFi access. For territories, where
Research and Education organizations would like to participate in eduroam, but lack their own
personnel identity database or have it for internal purpose use only, it might take long time to
launch eduroam. For such cases we propose to use organization’s corporate email service, since
it generally means they would have working IMAP server for their organization domain name.
Thus, one possible way of quickly starting to use the eduroam service with minimal
administrative overhead is to use the existing email username/password within a particular
organization as an identity source for eduroam authentication.

Institutions that would like their staff members or students to use their institution’s email
username/password as an identity source for eduroam authentication, should install and
configure their IRS in a specific way. First IRS should be properly registered at FLRS within the
NRO. Specific configuration should include the RADIUS server module to do the authentication
via IMAP server (Fig. 1.).

4 N
eduroam top level

RADIUS

.ca
RADIUS
eduroam nahonal level
RADIU p

Y
A

EAP-TTLS
tunnel
E L L i3]
j {9
IMAP N - 2
Mail Server iiap.sci.am sci.am ysu.am uottawa.ca
RADIUS RADIUS RADIUS RADIUS

Server Server Server Server ~

eduroam institutional level
RADIUS I

Fig.1.



A. Petrosyan, G. Petrosyan, R. Tadevosyan and K. Arsalanian 63

Current version of FreeRADIUS [3] does not include authentication against IMAP servers.
But there are several solutions that can be used to overcome that limitation. One of them is
described in [4] and requires pam-imap pluggable authentication module to be used. In this case
FreeRADIUS authentication will go through Linux Pluggable Authentication Modules (PAM)
[5] solution to reach the IMAP server. PAM provide dynamic authentication support for
applications and services in a Linux. pam-imap module should be configured to connect to a
particular remote IMAP server for authentication. In this concept FreeRADIUS server, using
pam-imap module will treat the remote users as local to the Linux system running the RADIUS
server.

Another approach is described in [6] and is based on several Python 3 modules
(imaplib,sys,ssl). It requires creating an external IMAP connector - an application or script that
can be invoked by the FreeRADIUS server process on demand for verifying the user name and
password pairs against external IMAP server. The connector gets the user name/password and
returns back an exit status value (return value) on completion. If that value is zero, the
FreeRADIUS sever process considers the user credentials verified.

Both solutions support secure IMAP connection method — IMAPS, which is mostly used
nowadays. But there are some limitations for the use of the concept described above.

3. Limitations

Since FreeRADIUS has no access to a cleartext password when authenticating via the methods
mentioned above, only PAP can be used as an inner (phase two) authentication method. This
typically means clients (WiFi devices) need to be configured to use TTLS/PAP. TTLS was not
originally supported out-the-box by Windows operating systems, but Windows 10 now includes
a TTLS supplicant. Other modern operating systems now support TTLS too.

Another limitation is scalability. IMAP servers are slow authenticators, compared to those
based on LDAP or Active Directory. So setting up an IMAP connection is rather slow (about 2
seconds) and more resource intensive than other authentication methods. This means that the
IMAP approach likely does not scale too much. Of course PAM solution can provide some
caching of credentials, which may improve this.

4. Advantages

The concept described in this paper has several advantages. First advantage is that in case of
authenticating eduroam users via their organization's IMAP server, users will likely refrain from
sharing their credentials with anyone, since it would potentially give others access to their
mailbox too. Another advantage of this concept is that it allows to easily manage eduroam
access simultaneously with mailbox access. So, if the user leaves organization and his/her
mailbox is being disabled or removed, then that user automatically is being restricted from using
eduroam too.
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5. Conclusion

This solution may be interesting for cases, where organization decides to restrict access to the
authentication database or does not yet have such a database at all. It enables to launch the
eduroam service by authenticating the users of the RADIUS server against publicly available
service like IMAP, and the existing email username/password within a particular organization’s
domain name can be used as an identity source for eduroam authentication.
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AHHOTALUSA

B craTtbe npencTaBieHa KOHIENIUS YCKOPEHHOIO BHEIpEHUsI HHPpacTpyKTyphl eduroam
B opram3anusax. OnucanHas KOHIEMINS OCHOBaHAa Ha TOM (DaKTe, 4TO Ja)ke €CIIM OpraHu3aluu
HE MMEIOT COOCTBEHHOHM 0a3bl MaHHBIX HICHTH()UKALUH MEpCOHaNa, OHW MMEIOT MO KpaifHen
Mepe CInyOy SJIEKTPOHHOW TOYTHl M, TaKMM oOpa3oM, UMeloT pabouwmii cepsep IMAP mns
JOMEHHOTO HMMEHHM cBoell opraHu3auumu. TakuMm  o0pa3oM, CyLIECTBYIOIEE  UMs
I10JIb30BaTENS1/IapOoJIb 3JIEKTPOHHOM MOUYTHl B KOHKPETHON OpraHU3allMd MOXKET UCIIOJIb30BATHCA
KaK HCTOYHUK HJIeHTH(UKauuu A1 ayTeHTupukamuu eduroam. B craThe ommchiBaroTCs
KOMIIOHEHTBI, HEOOXOJMMBbIE AJIS peanu3alMd KOHLEMNIMH, a TaKKe HEKOTOpbIE OKUAaeMble
OTrpaHUYEHMS] U NPEUMYIIECTBA OIMCAHHOIO pelieHus. KoHuenuo niaHupyeTcs: peanu3oBaTh
B cetu ASNET-AM, s CTUMYNSIMM YCKOPEHHOTO PACIIMPEHHs] HCIOJIb30BAHUS YCIYTH
eduroam B ApMeHuu.

KmoueBbie cioBa: eduroam, WiFi, GecmpoBomuas cBA3b, ayTeHTH(UKAIUA,
aBropusanud, ugeHtudukanus, IMAP, PAM



