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Abstract

This paper investigates some security aspects of wireless sensor networks. Par-
ticularly symmetric encryption, authentication and key predistribution schemes are
proposed. Encryption and authentication schemes are based on a secret key which
is a table of strong generators of a permutation group (as per Sims algorithm). The
ciphertext of a plaintext of size N is a single permutation over n = 2N 4 1 elements.
Encryption/Decryption processes are simple and easy to perform for a wireless node
with limited abilities.

Key predistribution scheme deals with all the node and network limitations and
requirements existing in wireless sensor networks and gives a secure key predistribution
scheme under the assumption that nodes are not physically captured for ¢y time after
being deployed, where %, is time necessary for invoking the key establishment phase of
proposed scheme, which is in practice should be some seconds.
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UGjwp ubGunpwjhG guGgtph wyjuwGtiph swougpdw, hGplnipjwb
hwunwwniwl b pwlwihGtph pw2fudwl vjutdwlbp hwdwp

U. itpuwljwa, <. Unjubjwuwi L U. UnnnjwuG

Udthnthnid

Whwunwlpnd phunwpywo G0 wlup utGunpujhG gwlgtph wwwhnympjwulp
Ytpwptpnn npn) fulnhpltp: UwuGwynpuwbu wnwowpyynmd GG myjwGtph vhdtnphy
owolwqpiwl, hGplmpjul hwunwwniwl UL pwlwihGoph pwdwldiwl uvubdw6bp:
Owoluwgpiwl U hGpGmpjulG hwunwnmiwl uvpubdwGbiph pwlGwih E hwlnhuwlnd

wmbtnunpnipymGGtph fudph mdtn oGhyGiph pwqinipjul wnnmuwyp (hGswtu Uhdup
wignphpind): UnunpwjhG wyjwGiph N swhwGh ( N pwyp wuwpniGuynn) pinyn
owolugnptiimg uvnwgynd £ n = 2N + 1 wmwpptphg Juqijwo vty wnbnunpnipjnil:
Owolugpiwl L ytpowldiwl gnponnmpyniGGipp wywpg GG U Jupnn GG Juumwpyt
uwhdwlwthwy hGwpwynpmipniGGtp nmbGbgnn wuwp ubGGunpwjhG hwigniyygh Ynnuhg:
PwlwhGbph pwdwldwb vfutidwl hwpyh £ wnlnd wijpup ubGunpwjhl gulgtpnid wnju
pninp uwhiwlwthwyniiGbnl n wuwhwGeltinp L mwihu £ pwlwihGbp pwdwiiwl wwwhny
ufutidw wltiny dhwyl vty GGpwnpnipyniG, wyl £ hwlgnyyglbpp mtnunpytnig htinn %,
dwdwlwyh ppugpmu ;66 Gapwplymd bhghjwlwl hwpdwydiwb: Ujunmtn ¢ -0 gulgh
hwGqgnmjgGtph dhol hwnnppuygiwl pwlwihGiph hwunmwundiwl hwdwp wihpuwdt)n
dudwGwyG E, npp ppuwjulnd mlnd £ JuypyyuGatn:



