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Abstract

The security of any modern cryptosystem relies on the assumption that secret
keys used for the system such as secret keys for message encryption and
authentication as well as private keys of public key cryptosystem are unknown.
This assumption is not easy to satisfy in most practical applications. The most
widely applicable method uses conventional passwords to encrypt secure keys
stored on the computer device. However passwords are vulnerable against
many kinds of attacks since they can be either guessed or stolen. Another basic
problem is the user authentication. It is well known that when using a
traditional and widely used cryptographic methods the user authentication is
achieved by challenge - response protocols, the essence of which consists in
verifying that the party which wants to confirm his authentication possesses a
secret key. In this paper an overview of methods of password generation from
biometric data is presented along with the discussion of the remaining
challenges and possible directions of future research.
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00630p OMOMeTpUYECKUX METOIO0B 3aAIUTHI KJIK0Yeil

I'. XauaTpsan u H. Manxacsin
AHHOTALUA

Be3onacHocTh BceX COBpPeMEHHBIX KPHITOCHCTEM Oa3upyeTcsi Ha MPEINoJIOKEeHUH, YTO
CeKpeTHble KJIIOYM HCHoJb3yeMble B CHCTeMe, TaKkhe KaK KJW4Yd i HdpoBaHUs
COOOIIeHUI, KJIOYUM AayTEeHTHKAUUM M KJIIOYH KPUINTOCHUCTEM C OTKPBITHIM KJIHOYOM,
Heu3BeCTHbI. B  0oJbIIMHCTBE NPAKTHYECKHX NPUIOKEHHIl  YyJAOBJIETBOPATH JTO
npeamnoJiokenne Henpocro. Camblii pacnpocTpaHeHHBI MeTOJ - 3TO HCIOJb30BaHUe
TPAAUIMOHHBIX Tapojeil st mUpPoBaHUS KJIKYell XPaHSIIMXCS HA HEKOTOPBIX
KOMIIOTEPHBIX ycTpoiicTBax. Ho maposim ysi3BUMbI MHOKECTBOM aTaK, TAK KaK OHU MOTYT
OBbITH pa3rajanbl U yYKpajaeHbl. JIpyrasi ocHoBHasi npoodJeMa 3aKjI04aeTcss B ayTeHTHKAIUU
noJjib30Bartesieii. Xopomo H3BeCTHO, YTO NMPH MCHOJIb30BAHHU TPAAMUHMOHHBIX M IIMPOKO
U3BECTHBIX KPUITOrpaduyeckux MeTol0B, ayTEeHTHKAIUS MOJb30BaTelIeil JocTUraeTcss npu
MOMOIIH MPOTOKOJIOB “BbI30B-0TBET”, MPH MOMOIIHA KOTOPBIX MOJIb30BATE]b MOKET 10KA3aTh
NPHHALIEKHOCTh HEKOTOPOro KJwo4da emy. B 310ii craThe mpeacraBisieTcsi 0630p MeTO/10B
reHepupoBaHMs MapoJieil u3 OMOMeTPHYECKHX JTAHHBIX, a TAKKEe PAcCCMATPUBAIOTCS BHI3OBBI B
3TOM cdepe M BO3MOKHBbIE Oyaylue MYyTH UCCIeI0BAHMS.



