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Abstract

This paper describes the mechanism of authenticating multiple-realm eduroam users
via a single multi-EAP radius configuration. The solution is based on the fact that some
organizations, which are willing to join the eduroam community and use the service,
especially in small communities, do not have a huge number of users, thus it will be cost-
effective to use a single RADIUS server for them instead of having a separate radius
server per each realm. The solution is unmatched in terms of practical open
implementation. It has been implemented and tested in ASNET-AM network.
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1. Introduction

In the original eduroam model [1], Institutions that would like to join eduroam have to install and
configure their own Institutional RADIUS Server (IRS), which should be registered at
Federation Level RADIUS Server (FLRS) within the National Roaming Operator (NRO),
meaning that every organization should follow these steps regardless of their number of users,
which is not cost-effective for organizations with a few number of users. Therefore, the solution
of using a single RADIUS server for multiple institutions (Organizations, Universities, etc.) has
been thought up, developed and successfully implemented.

2. Architecture

Generally, for each realm in eduroam, a separate radius server is being configured, which is
normal for big organizations with thousands of active users. But for organizations with hundreds
or tens of users having a separate radius server, it may not be so practical. In addition, some
NROs provide hosted radius solutions for connecting institutions, and in case of such relatively
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small ones it would be much more cost-effective for NRO to use a single RADIUS server for
multiple supported realms instead of creating separate radius servers for each supported realm.

With this configuration, it is now possible to use a central RADIUS Server with multiple
Extensible Authentication Protocol (EAP) configuration for each supported realm [2]. The
number of realms supported is unlimited. The authentication itself is performed at the institution
site, as before, using the authentication method that is applicable to a particular institution
(IMAP-based email authentication, LDAP-based, etc.). When a user tries to authenticate, the
request will be directed from the visited institution to the Central RADIUS Server and from there
to the user organization to get authenticated (Fig. 1).
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Fig. 1. Authentication process.

Based on our previous boost concept [3], we mainly implemented this solution using the
IMAP/email authentication method, but since the solution is based on Freeradius [4], there is no
limit for using any required authentication method. The solution described here has an
appropriate Ansible playbook [5] to automate setting up the process for multi-EAP radius
configuration.

3. Advantages
The main advantage of this solution is the creation of an automatically usable Freeradius-based

multi-EAP radius configuration. The solution described in this paper will influence small
organizations to use eduroam with minimal administrative overhead and minimal cost. While
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carrying out investigations in this area, we found no such configuration described in public,
except for the official general description [2], which lacks many important details about
particular EAP types. So, this solution is unmatched in terms of practical open implementation.

4. Disadvantages

Although this solution of having multiple organizations on a single RADIUS server is cost-
efficient, it is not an ideal solution for large organizations with thousands of users.

5. Conclusion

This solution may be interesting in cases, where NROs implement hosted radius solutions for
relatively small connecting institutions (with hundreds or tens of users) to have a cost-effective
single RADIUS server for multiple supported realms instead of creating separate radius servers
for each supported realm.
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AHHOTANUA

B craree mnpexncraBieH MexaHM3M ayTeHTH(UKanuu 1osb3oBaTeneit eduroam c
nomotibio KoHpuryparuu multi-EAP radius miis cepBuca eduroam. Permmenrne ocHoBaHO Ha TOM
dakTe, YTO HEKOTOPHIE, HE MMEIOIINE OONBIIOT0 KOJMYECTBA MOJb30BaTeliel, OpraHU3alluy,
KeNarolue MPHCOSINHUTBhCA K coo0mecTBy eduroam, MOTYT HCIOJIb30BaTh  OJAMH OOLIHA
RADIUS cepBep. JlanHoe pelieHHe HE HMMEET aHAJIOTOB C TOYKH 3pPEHUS IPAKTUUYECKON
OTKpBITOM peanu3anuu. Pemenne peannzoBano u onpodoBano B cetu ASNET-AM.

KaioueBbie cioBa: eduroam, WiFi, 6ecipoBosnas cBsa3p, EAP, ayrentuduxaius,
Radius.
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