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Abstract

The goal of the research described in this paper is to find methods of limiting
the Domain Name Service (DNS) traffic against Distributed Denial of Service
(DDoS) Attacks.

Since DNS is a core network service, the protection of DNS servers is vital for
the whole network infrastructure. In view of the different forms of DDoS attacks on
DNS servers (like the DNS Amplification Attack), the implementation of effective
preventive methods becomes very important.

This article describes the research work done in the Academic Scientific
Research Computer Network of Armenia (ASNET-AM) managed by the Institute for
Informatics and Automation Problems (ITAP) of the National Academy of Sciences
of the Republic of Armenia (NAS RA), targeted to the deployment of the improved
methods of limiting the DNS traffic against DDoS attacks. Special attention was
given to User Diagram Protocol (UDP)-based Amplification Attacks resulting in
Distributed Reflective Denial of Service (DRDoS) attack. This paper includes a
description of best practice configuration of protection methods for the most widely
used Name Server Software - “Berkeley Internet Name Domain” (BIND9) package.
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1. Introduction

DDoS attacks today use DNS reflection and amplification to achieve attack data bit rates up
to 300 gigabits per second (Gbps) and even more.Underlying many of these attacks is packet-
level source address forgery or spoofing, a well-knownvulnerability in which an attacker
generates and transmits User Diagram Protocol (UDP) packetspurporting to be from the victim’s
IP address. Attackers often use query-response protocols, such as DNS toreflect or amplify
responses to achieve attack data transfer rates exceeding the victim’s network capacityeither in
bits per second, packets per second, or both.
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DNS is especially suitable for such attacks because the response is typically larger, and in some
cases,much larger than the query.

2. DRDoS UDP Attacks

A Distributed Reflective Denial of Service (DRDoS) attack is an emerging form of Distributed
Denial of Service (DDoS) that relies on the use of publicly accessible UDP servers, as well as
bandwidth amplification factors, to overwhelm a victim system with UDP traffic.

UDP [1], by design, is a connection-less protocol that does not validate the source IP addresses.
Unless the application-layer protocol uses countermeasures such as session initiation [2], it is
very easy to forge the IP packet datagram to include an arbitrary source IP address. When many
UDP packets have their source IP address forged to a single address, the server responds to that
victim, creating a reflected Denial of Service (DoS) Attack.

Recently, certain UDP protocols have been found to have particular responses to certain
commands that are much larger than the initial request. If previously the attackers were limited
linearly by the number of packets directly sent to the target to conduct a DoS attack, now a single
packet can generate tens or hundreds of times the bandwidth in its response. This is called an
amplification attack, and when combined with a reflective DoS attack on a large scale it makes it
relatively easy to conduct DDoS attacks.

3. DNS Amplification Attack

A Domain Name Server (DNS) Amplification attack is a popular form of Distributed Denial of
Service (DDoS), in which attackers use publically accessible open DNS servers to flood a target
system with DNS response traffic. The primary technique consists of an attacker sending a DNS
name lookup request to an open DNS server with the source address spoofed to be the target’s
address. When the DNS server sends the DNS record response, it is sent instead to the target.
Attackers will typically submit a request for as much zone information as possible to maximize
the amplification effect. In most attacks of this type observed by US-CERT, the spoofed queries
sent by the attacker are of the type “ANY,” which returns all known information about a DNS
zone in a single request. Because the size of the response is considerably larger than the request,
the attacker is able to increase the amount of traffic directed at the victim. By leveraging a botnet
to produce a large number of spoofed DNS queries, an attacker can create an immense amount of
traffic with little effort.

Additionally, because the responses are legitimate data coming from valid servers, it is
extremely difficult to prevent these types of attacks. While the attacks are difficult to stop,
network operators can apply several possible mitigation strategies.

4. Attack Mitigation Techniques

The Internet Corporation for Assigned Names and Numbers (ICANN) has issued specific
recommendations on mitigation of such attacks [3]. The Department of Homeland Security's
United States Computer Emergency Readiness Team (US-CERT) also has addressed the same
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issue providing a number of recommendations [4--7]. These recommendations together with
research work done in ASNET-AM can be summarized in the following best practice
configuration of protection methods for the most widely used Name Server Software - “Berkeley
Internet Name Domain” (BIND9) package [8].

First of all the network infrastructure must give high quality (smallest delay and reliability)
of DNS traffic, to provide customers with comfortable browsing and downloading. Next DNS
system must be divided into two subsystems [9]:

1. Local non-recursive authoritative DNS servers, serving own domains zones to the outside
world.
2. Local recursive DNS resolvers for customers.

Restricted access to the outside public DNS servers must also be provided (accounting that
their response time is much longer than that of local DNS resolvers).

5. Local Non-recursive Authoritative DNS Servers

Asthe DNS queries being sent by the attacker-controlled clients must have a source address
spoofed to appear as the victim’s system, the first step to reducing the effectiveness of DNS
amplification is for Internet Service Providers to reject any DNS traffic with spoofed addresses.
The changes recommended below would substantially reduce the potential for the most popular
types of DDoS attacks.

5.1 Disabling Recursion on Authoritative Name Servers

Authoritative Name Servers are deployed to provide name resolution for hosted domains. As
stated above DNS resolution for private client systems should be provided by a separate server
and the authoritative name server should act only as a DNS source of zones information to
external clients. Thus, these systems do not need to support recursive resolution of other domains
on behalf of a client, and should be configured with recursion disabled.

It is strongly recommended for BIND9 global options to contain the following lines:
allow-query-cache { none; };
recursion no;

5.2 Response Rate Limiting (RRL)

A very important feature available in recent versions of BIND9 allows an administrator to limit
the maximum number of responses per second being sent to one client from the name server
[11][12]. This functionality named Response Rate Limiting (RRL) is intended to be used on
authoritative domain name servers only when it affects the performance on recursive resolvers.
To provide the most effective protection, it is strongly recommended for BIND9 global options
to contain the following lines to implement RRL:



110 Methods of Limiting the Domain Name Service Traffic Against Distributed Denial of Service Attacks

rate-limit {
responses-per-second 5;
window 5;

1

6. Defending the Local Recursive DNS Resolvers

Local recursive DNS resolvers preferably should be located inside LAN of each organization not
to cross the border routers with customers’ requests.

Local non-recursive authoritative DNS servers preferably should be located in a demilitarized
zone (DMZ) [10].

Each DNS server should have SNMP support enabled, to monitor DNS traffic activity.
Average normal activity must be calculated and used for local firewall setting.

Since customers’ PCs, infected with botnet agents create DNS requests to local DNS servers
and further to victims or directly to victims, the router's firewalls must be activated to filter the
outgoing external DNS traffic. Limiting a Query Per Second (QPS) locally helps to distribute the
load and not to overload border routers in case of massive attack. ASNET-AM practice shows
that local DNS requests filtering for customers has a good effect. We have estimated that in
normal situation each customer’s PC generates not more than 100 QPS. Whereas each botnet
agent infected customer PC can create up to 20 000 QPS.

It is strongly recommended for BINDO global options to contain the following lines:

acl INT_IP_RANGE { [INTERNAL-IP-RANGE] };
allow-query { INT_IP_RANGE; };
allow-query-cache { INT_IP_RANGE,; };
allow-recursion { INT_IP_RANGE,; };
rate-limit {

responses-per-second 100;

window 5;

}s
7. Conclusion

To provide the most effective protection, it is recommended that authoritative and recursive
name servers run on different systems, with RRL implemented on the authoritative server and
access control lists implemented on both servers. This will reduce the effectiveness of DNS
amplification attacks by reducing the amount of traffic coming from any single authoritative
server while not affecting the performance of the internal recursive resolvers. Each DNS server
should have SNMP support enabled, to monitor DNS traffic activity. Average normal activity
must be calculated and used for local filter setting arrangement.
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hwdwp: Zwpyh wnubny Jtpphtt wmwphubphtt (uyt wwpwédnid uvnmwugms DNS
ubkpybpttiphtt nuinnuwé dSwpwynipjut puhwiudwt nupupurudws hwpdwlnidubph
wnwppbp nbuwlubpp, swun uplnp £ guntnud nndbuwghtt whpnypubph swnwjnipjut
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Znpjuénd  Ujuwpwgpyus i ASNET-AM  Zwjwuwnwth  wlunbdhulub
ghnnwhbnwgnunuljut §nduynunbpuihtt gwugnid junwpduws nrtuntdbwuhpnipiui
wpnyniplbpp, npnbg tyuwnwlh t dowll] gnukbiughtt whpnypubph swownippub
hnuptph vwhdwbwhwldwt b yuonmywiunipjut wpnynibwytn dkpnnubp:

MeToabl OrpaHuYeHNs ceTeBOro Tpadguka ycJayru JOMeHHbIX HMEH
JJISl 3AIIUTHI OT pacnpeae/ieHHbIX aTAK, HANPABJIEHHbIX HA 0TKA3 B
00CJIy’>KHBAHNH CETEBBIX YCJIYT

A. Ilerpocsn, E. [Ipoxopenko

AHHOTAIINA

VYcemyra DNS sBnsieTcst KI1I04€BOM B COBPEMEHHOM MHUPE CETEBbIX KOMMYHUKALMKA, MO3TOMY
3ammra DNS-cepBepoB nMeeT KH3HEHHO BaKHOE 3HAUEHHE JUIA BCel CEeTeBOI HHPPACTPYKTYPHI
B 1ienoM. B cBs3u ¢ pazmmunbiMu popmamu DDoS atak Ha DNS cepsepsl (Hanmpumep, DNS
Amplification araku), BHeZpeHHE YPPEKTHBHBIX METOIOB 3aIIUTHl U OTPAHUYCHUSI CTAHOBHUTCS
OUEHb Ba)KHBIM.

B cratbe onucaHsl ncclieoBaHMs, HaIIpaBJIEHHbIE Ha onpeeacHue 3P PEeKTUBHBIX CIIOCOO0B
OrpaHHYEHMS CETEBOro TpaduKa JUIsl 3aLIUThI OT paclpe/leIeHHbIX aTaK HAaIllPaBJICHHBIX HAa OTKa3
B oOciyxuBaHuu ceTeBbix ycuyr (DDoS-ataku), B yactHocTH ycimyrd Domain Name Service
(DNS). IlpeacraBnensl pe3yabTaThl HAyYHO-HUCCIENOBATENBCKON pPalOThI, MPOJIETAHHON B
AKaZieMH4ecKoil Hay4yHO-HCCIIeJOBAaTENbCKOM KoMmmbloTepHoil cetu ApmeHuun (ASNET-AM),
HampaB/IeHHbIE Ha IPUMEHEHHE YIYUIIeHHBIX MeTofoB orpaHnuyeHuss DNS tpaduxa ans
3anmTel 0T DDoS arak. Ocoboe BHMMaHHE YAEICHO 3allUTe OT aTak yCHICHHS Ha OCHOBE
npotokona UDP. CraTest BkIO4YaeT B ceOs ommcaHue peKoMeHyayeMoil koHpurypamuu DNS
cepBepoB Ha ocHoBe nakeTa "Berkeley Internet Name Domain" (BIND9).



