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Abstract

In this paper a new encryption algorithm of SAFER family named SAFER-256
is introduced. SAFER-256 is a 256 bit size block cipher with a 256 bit size user-
selected key. Security of the new algorithm against differential analysis attack is
also presented.
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1. Introduction

SAFER+ is one of the block ciphers of SAFER family proposed by Prof. James Massey together
with Prof. Gurgen Khachatrian and Dr. Melsik Kureghyan. It is a 128 bit block size encryption
algorithm with three different user-selected-key lengths, namely 128, 192 and 256. SAFER+ was
submitted as a candidate for the Advanced Encryption Standard (AES) [2] and was subsequently
adopted for use in the challenge/response entity authentication scheme in the Bluetooth protocol
for wireless communications [5]. In this paper we propose a new 256 bit size block cipher named
SAFER-256 with a 256 bit size user-selected-key. The structure of this algorithm is built based
on the modified algorithm of SAFER+. The reason of presenting a new cipher is twofold. Firstly
almost all existing and well known ciphers are 128 bit block ciphers and although they have
options for the key size of 256 bits they do not really provide 256 bit security because of
collision attacks on 128 bit block size which is not the case when the block size is 256. Secondly
as we will show later in the paper the proceesing speed for the new cipher will be the same
compared with analogous modifyied SAFER+ algorithm.

The paper is organized as follows: In section 2 an algorithm specification for SAFER-256 is
given, section 3 represents results of differential anylsis for SAFER-256, section 4 is
implementation aspects of SAFER-256 and the conclusion of the paper is in section 5.

2. SAFER-256 Algorithm Specification

SAFER-256 is a 256 bit block cipher. In Fig. 1 the encryption structure of the SAFER-256
algorithm is introduced. The 32-byte plaintext block passes through r = 6 rounds of encryption
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for 256 bit key. In each round of encryption two subkeys are used. These round subkeys
(K1, K, ..., K5,,1) are determined from the user-selected key K according to the key schedule of
SAFER+ [2]. The last subkey K,,,; is “added” to the block produced by ther rounds of
encryption in the manner that the bytes 1,2,3,4,9,10,11,12,17,18, 19, 20, 25, 26,27, 28 are
added together bit-by-bit modulo two (the bitwise “exclusive-or” operation) while the bytes
5,6,7,8,13,14,15,16,21,22,23,24,29,30,31,32 are added together modulo 256 (“byte
addition”). This “addition” of round subkey K,, ., constitutes the output transformation for
encryption and produces the ciphertext block of 32-bytes.

The input for decryption is the ciphertext block of 32-bytes. The decryption begins with the
input transformation that undoes the output transformation in the encryption process. At first the
round subkey K,, ., is ”subtracted” from the ciphertext block in the manner that the round
subkey bytes 1,2,3,4,9,10,11,12,17,18, 19, 20, 25,26,27,28 are added together bit-by-bit
modulo two to the corresponding ciphertext bytes while the round subkey bytes 5, 6,7, 8,13, 14,
15,16,21,22,23,24,29,30,31,32 are subtracted modulo 256 from the corresponding
ciphertext bytes. The result of this “subtraction” is the same 32-byte block as was produced from
the r rounds of encryption before the output transformation was applied. This block then passes
through the r rounds of decryption, the round i of which undoes the round r —i+ 1 of
encryption, where i = 1,2,...,r. After the round r we obtain a plaintext block. Note that the
round keys for decryption are the same as those for encryption but are used in reverse order.

2.1 SAFER-256 Encryption Round

The SAFER-256 round schema is given in Fig. 2. The first operation within the round i,
1 <i < r, is the “addition” of the round subkey K,;_, to the 16-byte round input in the manner
that the bytes 1,2,3,4,9,10,11,12,17,18,19, 20, 25,26,27,28 are added together bit-by-bit
modulo two while the bytes 5,6,7,8,13,14,15,16,21,22,23,24,29,30,31,32 are added
together modulo 256. The 32-byte result of this “addition” is then processed by a nonlinear
layer in the manner that the value x of byte j is converted to 45*mod 257 for bytes j =
1,2,3,4,9,10,11,12,17,18, 19, 20, 25, 26,27,28 (with the convention that when x = 128,
then 45'%8mod 257 = 256 is represented by 0), while the value x of byte j is converted to
log,s x for bytes j =5,6,7,8,13,14, 15,16, 21,22,23,24,29,30,31,32 (with the convention
that when x = 0, then the output log,s 0 is represented by 128). The round key K,; is then
“added” to the output of the nonlinear layer in the manner that the bytes 5, 6,7, 8,13, 14, 15, 16,
21,22,23,24,29,30,31, 32 are added together bit-by-bit modulo two, while the bytes 1, 2, 3, 4,
9,10,11,12,17,18,19, 20, 25,26,27,28 are added together modulo 256. The 16-byte result of
this “addition”

X = [Xq, X2, X3, X4, X5, X6, X7, Xg) X9, X10, X11) X125 X13, X145 X15, X16, X175 X185 X19, X20, X21, X22,

X235 X24) X25, X26, X27, X28, X29, X30, X31, X32]

is then postmultiplied by the matrix M modulo 256 to give the 32-byte round output

Y = Y1, Y2 Y3, Yar V5, Yer Y75 Yo Yor Y105 Y11 Y125 Y130 Vi Y155 Y16 Y17: Y18 Y19r Y20, V21, Y22
V23, Y240 Y25 V26 Y27) Y28, Y29, Y300 Y31, V321

in the manner
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where M is the 32x32 matrix in Fig. 3.

Yo, = 8x1 + 2x, + 2x3 + 4xy + 2x5 + 2xg + 4Xx; + 2xg + 2x9 + 4X19 + 4X11 + X132 + X153
+ 8x14 + 16X15 + X16+X17 + X158 + X19 + Xo0 + 4Xp1 + 2X55+4X53 + 2%y,
+ Xo5 + Xgg + Xp7 + Xpg + 2X59 + X3¢ + 2X31 + X35,

(where the arithmetic is modulo 256) as follows from the second column of the matrix M.
Multiplication by matrix M provides the liner layer of the round that is four times “shuffling”
+”2-PHT" operations. Shuffling is the coordinate permutation [25, 28, 29, 32, 17, 20, 21, 24, 13,
16, 9,12,5,8,1,4,3,2,7,6, 11, 10, 15, 14, 27, 26, 31, 30, 19, 18, 23, 22] and 2-PHT is
2 1

1 1
a,,a; + a,) 2-bytes over the ring of integers modulo 256 (all operations are modulo 256).

Pseudo-Hadamrd matrix ( ) that has as an input 2 bytes (a4, a,) and as an output (2a, +

2.2 SAFER-256 Decryption Round

In the decryption round of SAFER-256 simply invert in reverse order the operations from
the encryption round. Thus, the first operation in the decryption round is to postmultiply the 32-
byte round input

Y = V1, Y2, Y3, Yar V5, Yer Y75 Yar Yor Y100 Y11 Y125 Y13 Vi Y150 Y16 Y17) Yiss Y19s Y20, V21, Y220
V23, Y24: Y25, V26: Y27, Y28, Y29, Y30, Y31, V32]

by the matrix M~1, which is modulo 256 inverse of M, to give the 32-byte result

X = [X1, X2, X3, X4, X5, X6, X7, Xg, X9, X10, X11, X125 X13, X14, X15) X16 X17, X18) X19, X20, X21, X22,

X23) X24, X25, X26, X27, X28, X29, X30, X31, X32]

in the manner
x =yM™1,

where matrix M~1 is the 32x32 matrix in Fig. 4.
For instance, these operations give

X190 = —2y1 + 2y, — Y3 + Y4 — 4ys + 4ye—4y; + 8yg — 16y9 + 32y10 — y11 + V12
— Y13 +Y14—2Y15 + 2V16 — 4Y17 + 8Y15 — 2V19 + 4V20 — Y21 + 2Y22—8Y23
+ 8Y24 — 235 + 4Y26 — Va7 + 2Y28 — 4Y29 + 8Y30 — 2¥31 + 2Y35.

The round subkey K,,_,;., is then “subtracted” from x in the manner that the round subkey
bytes 1,2,3,4,9,10,11,12,17,18,19, 20, 25, 26,27, 28 are subtracted modulo 256 from the
corresponding bytes of x while the round subkey bytes 5,6,7,8,13,14,15,16,21, 22,23, 24,
29,30,31, 32 are added bit-by-bit modulo 2 to the corresponding bytes of x. Then the 16-byte
result of this “subtraction” is then processed nonlinearly in the manner that the value x of byte j
is converted to log,s x for bytes j =1,2,3,4,9,10,11,12,17,18,19, 20, 25, 26, 27,28 (again
with the convention that when x = 0, then the output log,s 0 is represented by 128), while the
value x of byte j is converted to 45*mod 257 for bytes j =5,6,7,8,13,14,15,16, 21,22,
23,24,29,30,31,32 (again with the convention that when x = 128, then 45'28mod 257 =
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256 is represented by 0). The round key K,,_,;,4 is then “subtracted” from the 16-byte result in
the manner that the round subkey bytes 1,2,3,4,9,10,11,12,17,18, 19, 20, 25, 26,27,28 are
added bit-by-bit modulo 2 to the corresponding input bytes while the round subkey bytes
5,6,7,8,13,14,15,16,21,22,23,24,29,30,31,32 are subtracted modulo 256 from the
corresponding input bytes to obtain the 32-byte round output.

3. Differential Cryptanalysis

The attack by differential cryptanalysis on an r-round cipher relies on being able to find a
(r — 1) round differential whose probability is substantially less than the average probability of

such a differential, which is 22;_1 ~ 27256 for a 32-byte block length. We have analyzed all the

possible “highly probable” 5-round differential chains by [1] and have found that their
probabilities are substantially less than 27256, These results imply that SAFER-256 is secure
against differential cryptanalysis only after » = 6 rounds in the sense that the attack by
differential cryptanalysis is as difficult as the exhaustive key search for the 256 bit key.

The purpose of the linear transform layer is to provide SAFER-256 with diffusion, i.e., to
ensure that small changes in round inputs cause large changes in round outputs. If v denotes a
vector of 32 bytes, we will write W (v) for the (Hamming) weight of v, i.e., for the number of its
nonzero bytes. Because the linear transform layer performs a linear operation over the ring of
integers modulo 256 and because “differences” can be taken conveniently as byte differences
modulo 256 at the output of the nonlinear layer in Fig. 2, the diffusion in SAFER256 is well
measured by how well the linear transform layer converts low weight inputs into high weight
outputs vM.

It’s easy to see that cryptographic properties of SAFER-256 depends on the chosen
permutation of coordinates and its interaction with matrices M in Fig. 3.

1115,11,19,32](a, —a, 4a, —8a) (4(1) —)will denote the 1-parametr set of all weight 4
byte vectors v that are nonzero only in bytes 5,11, 19, 32 where their values are a, —a, 4a, —8a,
respectively, and where the parameter a satisfies a € {0,32, —32,64, —64,128} as is required for
v to have weight 4. V,[7,8,9](128,64,45) (3(0) —) will denote the 0-parameter set containing a
single vector of weight 3 with values 128, 64,45 in bytes 7, 8,9, respectively.

We define the effective weight of a difference chain to be the sum of the weights of the
vectors in the chain minus the sum of the number of parameters in the chain.

The reason for introducing the effective weight of a chain is the following. There are not
more than 28 choices for each parameter and, hence, the probability of difference chain with t
parameters is at most 28 times that of a characteristic with vectors of the same weight.
Moreover, 278 is essentially the average probability of a transition for a specified nonzero byte
difference to another specified nonzero byte difference so that when the vectors in the
characteristic have total weight w, then the characteristic has probability roughly 278%. Hence,
the probability of the difference chain can be roughly estimated as 28¢ - 278 = 278W=8) ‘where
w — t is the effective weight. In the first round for which the transitions have probability 2>, all
the byte transition probabilities will be less than 277. Thus, for any difference chain C with five
or more rounds we can be confident that the probability P(C) of C satisfies

2_7Weff(c)1

where W, (C) is the effective weight of C [3].
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The following minimal effective weight differential chains were found:

A differential chain with the effective weight 43 having the weight/parameters chain
5(0) - 2(1) = 24(1) - 6(0) - 6(1),
4(0) - 3(1) - 20(1) — 10(0) - 6(1).

A differential chain with the effective weight 44 having the weight/parameters chain
2(0) - 5(1) = 24(1) = 7(0) = 6(1),
2(0) - 4(1) - 24(1) » 7(0) - 7(1),
3(0) - 3(1) -» 25(1) » 6(0) » 7(1).

A differential chain with the effective weight 45 having the weight/parameters chain
6(0) - 3(1) -» 22(1) - 7(0) » 7(1).

A differential chain with the effective weight 46 having the weight/parameters chain
6(0) - 2(1) » 24(1) - 7(0) » 7(1).

4. Implementation aspects

Differential analysis has shown that new encryption algorithm SAFER-256 based on the
structure of SAFER+ is secure after only 7 rounds. Due to structural modifications we have
made possible to reduce the required rounds down to 6 and still be secure against differential
cryptanalysis attack.

We have implemented 128 bit block cipher and 256 bit cipher in case of 256 bit user selected
key and have obtained that 128 bit block cipher implementation time is approximately the same
compared with 256 bit block cipher implementation time. However SAFER-256 is much more
secure compared with 128-bit cipher against other types of attacks for example against collision
attack as was mentioned in the introduction.

5. Conclusion

In this paper a new algorithm called SAFER-256 is introduced. It was shown that the
presented cipher is secure against differential cryptanalysis attack after only six rounds and as a
result has approximately the same processing speed compared with analogous cipher with 128
bit block length. Thus the new cipher provides the same security level against differential
cryptanlysis attack, while having much higher level of security against other possible types of
attack due to larger block length .
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SAFER-256 unp swéljugpuwt wignphpuh junnigquspp b
dwsljmgpuytpnidnipiniup
Q. vwswnpjul, U. Gnipbnjub b L. niptnjub
Udthnthnid

Uju hnnuwénid ukpuyugdwsé £ SAFER punnuthphtt wywwnjutnng unp swslwugpu-
Jut hwdwljupg SAFER-256: Uju 256 phpe tplupnipjudp pinjuyhtt hwdwlwupg £ 256
phpe putwhny b widunwg k nhdtipkughw) wbhwihgh tfundwdp 6 nwniinhg htwnn:

J{M3aiiH 1 KPUIITOAHAJIU3 HOBOI'0 AJIrOPUTMAa M poBaHUA
SAFER-256

I'. XagarpsH, M. Kropersn u K. Kropersin
AHHOTaLUSA
B nanHo# craThe mpezacTaBieHa HOBas Kpunrtorpadudeckas cucremMa SAFER-256 u3

cempu SAFER. Dto 256 OuroBas OnokoBas cucreMa ¢ 256 OWUTHBIM KIIFOYOM, KOTOpas
yCTOMUYMBA 110 OTHOIICHUIO K audepeHnnanbHOMy aHaau3y nocie 6 payHaoB.



