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Abstract

In today’s online world, internet security heavily relies on the trust in Certificate
Authorities. Modern browsers and operating systems provide a comprehensive list to
their users, which includes all the CAs they trust by default. This could turn into a
serious problem when even one of the CAs is compromised and/or goes rogue. It is
especially relevant for enterprise applications, as they are more likely to be targeted
for this kind of attack. In this paper, we propose a solution which can mitigate this
kind of attack against large organizations. We also discuss the security of the proposed
method, offering acceptable security /performance tradeoff.
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1. Introduction

Nowadays, security in digital space is of utmost importance. Every day millions of people
exchange messages, browse websites, perform banking transactions on the internet, exposing
a significant amount of sensitive information to potential adversaries. That is why web
service providers implement many techniques to provide sufficient protection to users in the
online world. A variety of techniques are implemented to ensure the security of people on
the internet, but this paper will primarily focus on authentication. User somehow has to
be sure that he is communicating with the intended recipient and not someone who tries to
impersonate him/her. For that reason, most of the web services now use digital certificates,
which helps users to check if they are communicating with the right entity or not.

Digital certificates are like passports of web services, which leverage the power of public
key cryptography to provide a method for server and client authentication. The current
standard for authentication technologies on the internet is TLS (Transport Layer Security),
a successor of now deprecated SSL (Secure Sockets Layer). Authentication is done by a
process called TLS/SSL handshake, during which the client and server exchange a couple of
messages (including a signed X.509 certificate sent by the server) and thus verify each others
identities.

Before the authentication technology became a security standard on the internet, the
communication between the client and server was established by HTTP (HyperText Transfer
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Protocol). Data transaction under this protocol is implemented without any encryption. So
this protocol is not secure against attacks like man-in-the-middle and eavesdropping. Now
that most of the web services use authentication, they utilize the protocol HTTPS, where
S signifies that the communication channel is secure. Any data sent through an HTTPS
connection is encrypted, and the only two parties that can decrypt ciphertexts are the client
and server, who exchanged the encryption key during the handshake phase.

Nowadays, the most common type of certificate used by web services is X.509. It is usually
obtained from an entity called Certificate Authority (CA). It contains information about
the owner, such as name, certificate version, validity date range, the encryption/signature
algorithm supported by the server, owner’s public key, and most importantly, the signature
of the CA. Certificates are created as follows: web service requests a certificate from CA, by
providing them the necessary information, and CAs digitally sign it using their private keys.
Thus, whoever gets the signed certificate, can verify its validity by checking the signature
on it using CA’s public key (which is stored in most modern browsers). After verifying
the web service’s identity, user generates a pre-master key, encrypts it using tbe server’s
public key and sends to the server. The server uses its private key to decrypt the pre-
master key. Next, the client and server use the same pre-master key to generate a shared
secret key and start communicating securely. This system inherently relies on people’s trust
in the CA and most of the time it pays off. Indeed, it is generally secure against third
party intervention, which makes it very practical to use. However, the system is not secure
against forged certificates, when the CA itself is involved. For a variety of reasons, such as
political, economical or social, CA’s may have an incentive to distribute forged certificates
to accomplish a masquerade attack, with the purpose of stealing users’ private information,
spreading misinformation, etc. The probability of such attacks is considered to be very small,
as it will diminish the credibility of CA, resulting in lawsuits and financial losses, so most
of the modern browsers and OS’s don’t implement any protection from this kind of attacks.
However, if the outcome of the attack is significant, CA’s can take the risk and go rogue.
Although this can be relevant for individuals, most of the time the targets of this attack are
computer networks of big organizations (e.g. banks), as they have access to very sensitive
data. The proposed solution could theoretically be extended to individual use as well. In
this paper, we consider a masquerade attack, where a malicious CA along with an intruder
tries to obtain a legitimate server’s identity, using a forged certificate. We also propose a
solution, which will prevent such kind of attack.

2. Related Work

Various attempts have been made to overcome forged certificate attacks. HT'TP Public Key
Pinning [1] is one such technique, which protects users from forged certificate attacks to
some extent. It is based on trust on first use security model: the first time a user contacts
the web service, it gets the certificate and a list of public keys, saying that these are the only
public keys, which should be associated with their service in the future. If users receive a
signed certificate with a public key that is not present in that list, then it’s most probably a
rogue certificate and must be rejected. This technique was popular for some time among the
major web browsers like Chrome, Firefox and Opera. Around 2018 Chrome announced that
they are planning to depreciate and then later remove the support for HPKP in the near
future [2] because of multiple security and usability concerns. In the same manner, HTTP
strict transport security mechanism offered protection against protocol-downgrade attacks,
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which are a part of the forged certificate attack family [3]. As a replacement for HPKP,
Google announced the Certificate Transparency project [4]. It is a public log of all issued
certificates trusted by the browser. Web service owners should regularly check the log for the
domain names owned by them, to detect any misissuance of certificates. This provides some
level of protection, but it is far from being a near-real time solution. It can take days for
website owners to detect any wrongdoings and act appropriately. Another solution is to bind
certificates to DNS records. That structure eliminates the need for CA’s altogether. This
mechanism is known as DANE [5], which is currently used with some websites, but mainly
for SMTPS and not HT'TPS. The reason it’s not widespread is because it requires DNSSec to
operate securely, otherwise DNS lookups could be spoofed: man in the middle attacker can
simply replace the certificate by another one and successfully carry out an attack. Another
scheme for protection, which is highly relevant to our case, is described in [6] Perspectives.
In their system, users submit hash values of the certificates they received to a network of
notaries, which monitor them continuously. Whenever a user tries to access a web service,
it takes the certificate of that service and sends it over to the notary network. There, the
certificate is checked with the already stored hash values and in case of a mismatch, notifies
the user. This method is a significant improvement in the direction of mitigating the forged
certificate attack, however, it has some drawbacks. First of all, it requires the notaries to be
a network of trustworthy institutions, such as universities, governmental entities, etc. This
really hurts the practicality of the scheme. Secondly, it relies on the history of the submitted
certificates. In case when a new certificate is issued for a web service, Perspectives will
trigger a false positive warning.

3. System Design

First, we fix the formal definition of the attack that our solution aims to mitigate.

3.1  Definition of the rogue certificate attack

We assume that the network of the target organization is partially compromised. This can
be performed in many ways: attackers could get access to the organization’s DNS servers,
routers etc. After the compromise, we assume that the attacker can control the traffic
and redirect users at any time. Once the traffic is captured and appropriately redirected,
attackers initiate the rogue SSL certificate attack. The malicious server sends the user a
rogue certificate, signed by the malicious CA. Now the user’s browser tries to authenticate
the server using the received certificate. In the field ”issuer name”, the user sees the name
of the malicious server. So the user’s browser checks the received certificate’s signature
using the public key of the malicious CA, which is trusted by the browser. In our case,
the certificate is signed by the same or any other CA, the root of which is trusted by most
browsers. Now, when the user wants to access a web service, he is being redirected to a
malicious web page impersonating the real one. As the root of the rogue certificate is a
CA, which is trusted by the browser, no warnings will be triggered. The session key that is
generated between the client and the web service will be encrypted with the attacker’s public
key, so he can easily decrypt it and access all the information that is exchanged during the
session.
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Fig. 1. Attacker takes control of user’s DNS and replaces the real IP of the requested website
with an IP of a malicious website. This website has a forged certificate from a trusted root CA, so
the user accepts it.

3.2  Solution Architecture

As a solution, we present a system that could be integrated with all modern browsers. The
system has two key roles: local caching and acting as a bridge between local and remote
machines.

Caching is needed as a first step local validation of the certificate. To avoid the liabilities
of trust-of-first-use approach, if the client is contacting a new web service with no prior
mutual history, it naturally skips this first step. After validating it with the remote machine
the first time, it stores the hash value of that certificate in a local cache. In the future, as
long as the certificate provided by the web server matches the cached one, no further steps
are needed. In case of a mismatch, it sends a validation request to the remote server. The
remote server is a physical machine that is set up, preferably in a different geographic location
(by minimizing the latency /security tradeoff), with reliable internet connection. Inside, the
machine contains a number of virtual machines, each using a VPN that reroutes the traffic to
various geographic locations. When the remote machine gets a validation request, it checks
the certificate with all the virtual machines, and then each VM votes on the consensus.
If even one of the machines returns a different hash value of a certificate, the response of
the server is negative. In case of a negative reply, depending on the end user’s role in the
organization, different levels of warnings are issued. If the end user is in a tech savvy sphere,
a full description of the issue is presented. Otherwise, the system blocks the connection not
letting the user access the potentially malicious resource. As the entire organization is going
to use the same remote machine, a caching mechanism is also present there. Similar to the
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local machine, each validated certificate’s hash value is cached in the remote server as well.
This way, once a certificate is marked as suspicious, for each subsequent request with that
certificate a warning will be issued without all the checks, decreasing the validation time
significantly.

The handshake between local and remote machines relies on the prior knowledge about
the remote machine. As it is set up by the organization itself, the public key and all the other
information typically contained in the certificate are already known and stored on the user’s
local machine. Even with DNS hijacking, attackers can’t impersonate the remote machine, as
it would require a remote machine compromise, which is not a part of the considered attack.
A proof of concept implementation of the solution is available in our GitHub repository[10].

Client Side Validation Algorithm:

Input: URL
Output: IsSecure

1. cert = getSSLCertificateHash(URL)
2. cachedCerts = getLocalCertificatesCache()

3. if cert cachedCerts:

(a) cachedCert = cachedCerts.find(cert)
(b) if cert = cachedCert:

1. return True

4. isSecure = checkCertificateWithRemoteServer(URL, cert)

5. return isSecure

Central Server Side Validation Algorithm:

Input: URL, cert
Output: isSecure

1. VMs = getAllAvailableVMs()
2. isSecure = True

3. foreach v in VMs:
(a) isSecure = vm.checkCertificate WithVM(URL, cert)

4. return isSecure
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VM Side Validation Algorithm:

Input: URL, cert
Output: isSecure

1. localized cert = getSSLCertificateHash(URL)

2. if cert = localized cert:
(a) return True

3. return False

Certificate

Certificate Validator
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Fig. 2. Server gets the certificate, and sends it to the validator server. Validator server queries all
the connected VMs and based on their responses decides to validate or reject the certificate.

4. Conclusion

The proposed solution provides significant security overhead over the state of the art so-
lutions. However, the practicality aspect of the solution, in this stage is not that strong.
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It can easily be deployed and used by large organizations. Theoretically, the system can
be extended to individual use as well, but the maintenance efforts and costs would not be
justified for most of the use cases. One direction for further study is extending our approach
for individual use as well.

Furthermore, the service will eventually have enough labeled data on authentic/rogue
certificates. This can be used to analyze and then further predict the probability of a
certificate being rogue. Methods like the one described by Dong et al[7], can benefit from
this acquired data, instead of using a generated set of rogue certificates.
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AnHoTanuys

B coBpeMeHHOM OHAAWH-MUpEe HWHTEPHET-0€30IaCHOCTh BO MHOTOM 3aBUCHUT OT
poBepus K llentpam Ceprudukanmu. CoBpeMeHHBIE Opay3epbl U ONepaliOHHBIE
CHCTEMBI IPEAOCTABASIOT CBOUM ITOAB30BATEAIM NOAHBIN criucoK LlerTpoB CepTuduka-
1Y, KOTOPBIM OHU AOBEPSIOT II0 YMOAYAHHUIO. DTO MOJKET IPEBPATUTHCS B CEPHE3HYIO
npobAaeMy, ecAu XoTsi Obl opAuH u3 LlenTpoB CepTudukaium OyAeT B3AOMaH M/UAU
CT@HET MOIIEHHUKOM. OTO OCOOEHHO aKTyaAbHO AAS KOPIOPATHMBHBIX IPUAOIKEHUM,
TaK KaK OHU C OOABIIIEN BEPOATHOCTBIO CTAHOBATCS MUIIEHSIMU AAS TAKOT'O BHAQ aTaK.
B aTOM cTaThe MBI IIpepAaraeM pelleHne, KOTOpoe MOJKeT CMATUYNTE AQHHBIN BUA aTaKU
Ha KPYIIHBbIe OpraHu3anuu. MEbl TakKKe 00Cy>KpaeM 0e30MaCHOCThb IIPEAAOKEHHOTO
METOAQ, TPEACTABASISI AOITYCTUMBIM KOMIPOMUCC 6e30macHoCTi/ 3P PeKTUBHOCTH.

KaroueBrie caoBa: HTTPS, TLS, nudpoBbie cepTUdUKAThH, MacKapapHasi aTaka,
MOIIIEHHWYEeCKasd aTaKa cepTudukara.
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