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Abstract
In this paper it is shown that the new block cipher SAFER-256 provides an optimal
diffusion in the sense that the cipher is resistant against differential cryptanalysis attack
after minimum possible number of rounds.
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1. Introduction

A new 256-bit size block cipher of SAFER family named SAFER-256 consists of 6 rounds
followed by an output transformation. To develop a new 256-bit size block cipher we have
investigated a construction of regular cipher SAFER+ [1] and modified SAFER+ [2]. As a result
we have found, that we can provide the cipher resistance against differential cryptanalysis after
minimum possible number of rounds (r = 5) in the case of using four iterations of byte shuffling
(in case of 3 times shuffle it will be secure against differential cryptanalysis after 6 rounds at the
time) (Fig. 1). The classical criteria for the resistance against differential cryptanalysis [3] allow
to compute the maximum expected probability that the given input difference leads to a given
sequence of output differences after successive rounds in the cipher. Diffusion that ensures the
small changes in each round input and results in large changes in the round output, allows to reduce
the number of rounds, improving speed of implementation, while ensuring a security against
differential cryptanalysis. The purpose of this paper is to show an optimality of the diffusion of a
new cipher SAFER-256 with 256-bit block length and key size [4]. This fact also insures higher
processing speed for relevant ciphers while keeping their security level intact against differential
cryptanalysis attack.
All research has been done by the prior developed C++ code.

2. Optimal Diffusion of SAFER-256

A detailed construction and a differential cryptanalysis of the new cipher SAFER-256 is presented
in [4]. The round function is built from four layers:
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. XOR/Addition Layer: Bytes 1,2,3,4,9,10,11,12,17,18,19,20,25,26,27,28 of the round

input are XOR-ed with bytes 1,2,3,4,9,10,11,12,17,18,19,20,25,26,27,28 of round first
subkey. Bytes 5,6,7,8,13,14,15,16,21,22,23,24,29,30,31,32 of the round input are added
modulo 256 with bytes 5,6,7,8,13,14,15,16,21,22,23,24,29,30,31,32 of round first subkey.

. Nonlinear Layer: The 45® transformation is applied to bytes 1,2,3,4,9,10,11,12,17,18,

19,20,25,26,27,28 of the output XOR/Addition layer (with the convention
450128)mod257 = 0) and log,s(x) transformation is applied to bytes 5,6,7,8,13,14,15,16,
21,22,23,24,29,30,31,32, where x € Zys.

. Addition/ XOR Layer: Bytes 1,2,3,4,9,10,11,12,17,18,19,20,25,26,27,28 of the output of

the nonlinear layer added modulo 256 with bytes 1,2,3,4,9,10,11,12,17,18,19,20,25,26,
27,28 of round second subkey. Bytes 5,6,7,8,13,14,15,16,21,22,23,24,29,30,31,32 of the
output of the nonlinear layer are XOR-ed with bytes 5,6,7,8,13,14,15,16,21,22,23,24,29,
30,31,32 of round second subkey.

. Invertible linear Transformation Layer. At first “Armenian shuffle” is applied on the

input of this layer, which is the coordinate permutation [25, 28, 29, 32, 17, 20, 21, 24, 13,
16,9,12,5,8,1,4,3,2,7,6,11, 10, 15, 14, 27, 26, 31, 30, 19, 18, 23, 22] with the meaning
that the first output byte is the 25" input byte, the second output byte is the 28" input byte,
etc. Then 2-PHT linear transformation is applied to the output, that maps a byte pair
(X1, X2) to the byte pair (2X1+ X2, X1+ X 2) where addition is modulo 256. The effect

of the four layers of “Armenian Shuffle’+2-PHT transform on the 32 byte output of the
Addition/ XOR layer is to postmultiply 32 byte output with M matrix in Fig. 1.

One sees from Fig. 1 that every row of the matrix M contains at least eight 1’s (all odd-numbered
rows contain exactly eight 1’s and the remaining rows contain exactly thirteen 1’s), which means
that every input block with a single non-zero byte will produce an output block with at least eight
output non-zero bytes. Moreover, there are changes of an input bytes that will cause only this
minimum number of output bytes to change, namely a change by 128 in any odd-numbered symbol
position. The diffusion provided by the matrix M is highly resistant to differential cryptanalysis.

If odd-coordinate bytes and even-coordinate bytes in 32-byte block are permuted

separately, then in the case of certain permutations out of (16!)? possible permutations we can
obtain matrices with the above mentioned property. The following permutations are some of these,
which are obtained from software researches:

172021242528293213169125814327611101514 1918232227 263130
1720212425282932131691258143276111015141918232231302726
1720212425282932131691258143276111015142322191831302726
172021242528293213169125814327615141110232219 1831302726
1720212425282932131691214587632151411102322191831302726
172021242528293291213161458763215141110232219 1831302726
172021242932252891213161458763215141110232219 1831302726
2124172029322528912131614587632151411102322191831302726
2124172025282932131691258143276111015141918232227263130
2124172029322528131691258143276111015141918232227263130
2528293217202124131691258143276111015141918232227263130
2528293217202124131691258143276111015142726313019 182322
252829321720212458141316912111015143276 27 26313019 18 23 22
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Fig 1. SAFER-256 invertible linear transformation matrix
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1316912581417202124252829321918232227263130327611101514
3276111015141918232227263130172021242528293213169125814
7632111015141918232227263130172021242528293213169125814
7632111015141918232227263130172021242528293213169121458
1110151432761918232227263130172021242528293213169125814
1110151432761918232227263130172021242528293258141316912
1110151432761918232227263130172021242528293258141316912
1110151432762322191827263130172021242528293258141316912
1110151432762322191831302726212417202932252858141316912
2124172029322528581413169121110151432762322191831302726
172021242932252858141316912111015143276232219 1831302726
1720212429322528581413169121110151432762322191827 263130
2120172425282932131691258143276111015141918232227263130
1724212025282932131691258143276111015141918232227 263130
17202124252829321316912581432761114151019 18232227 263130

Some of these permutations provide the best possible diffusion.

3. Conclusion

In this paper it is shown that diffusion provided by SAFER-256 algorithm is optimal from the point
of differential analysis. A complete characterization of the corresponding invertible linear
transformation matrix that insures an optimum transformation diffusion i.e., provides a resistance
against differential cryptanalysis after minimum number of rounds is also given.
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SAFER-256 hmdwljupgh nhbnighujh oyyinhdwynipjniup

L.Y9mipbknui
Udthnthnid

Uju hnpjwénid gnyg k£ wpdws, np SAFER-256 pinuyghtt dwslwugqpuljui
hwdwlwupqp wwywhnymd E owwhdw; nhdnighw wyt hdwuwnnyg, np  wyb

Unhyunuynit E  phdbpkughuy Jbpmsnipjutt tjundwdp  dhuhdw) pynyd
nuintunubph nbupnid:

00 ontumanbHocTu TupPy3uu SAFER-256

K. Kropersin

AHHOTALIUA

B namHOll crathe mokazaHo, uyto OyiokoBeIA TmHdp SAFER-256 obecneunmBaer
ontuManbHyto nupdy3u0, B TOM CcMbICIe, YTO IU(pP  yCTOMYMB MO OTHOIICHHIO K
nudhepeHIMATFHOMY aHAITU3Y ITOCIC MHHHMAITFHO BO3MOKHOTO KOJIMYECTBA PAYH/IOB.



