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Abstract
In this paper linear cryptanalysis of 256-bit block cipher SAFER-
256 is presented. SAFER-256 is secure against differential cryptanalysis
after 5 rounds.
Keywords: Linear cryptanalysis.

1. Introduction

In paper [1] the detailed construction and security analysis against differential analysis of block
cipher SAFER-256 is introduced. In this paper the result of linear cryptanalysis [2] of SAFER-256
is presented. We follow the terminology and notation in [2].

The round function is applied to 256 bit plaintext X = X1X2 ... X32 with 6 times. The round
function consists of the following four layers:

1.

3.

XOR/ADD, the first round key is “added” to the round input. Bytes
1,2,3,49,10,11,12,17,18,19,20,25,26,27,28 are added together bit-by-bit modulo 2 ( XOR)
bytes 5,6,7,8,13,14,15,16,21,22,23,24,29,30,31,32 are added together modulo 256 (ADD):
U = XOR/ADD(X, Kp;i_1).

Non-Linear (NL), where the values of bytes 1,2,3,4,9,10,11,12,17,18,19,20,25,26,27,28 are
converted to 45*modulo257 (with the convention that 4528 is represented as 0) and the values
of bytes 5,6,7,8,13,14,15,16,21,22,23,24,29,30,31,32 are converted to log,sx (with the
convention that the output log,s0 is represented by 128): V = NL(U).

ADD/XOR, by this layer the second round key is inserted. The round key bytes
1,2,3,4,9,10,11,12,17,18,19,20,25,26,27,28 are added to the corresponding output bytes of
linear layer modulo 256 (ADD) while the round key bytes 5,6,7,8,13,14,15,16,21, 22,23,24,
29,30,31,32 are added to the corresponding output bytes of linear layer modulo 2 ( XOR): W =
ADD/XOR(V, Kyy).

Invertible Linear Transform or Pseudo-Hadamard Transform (PHT) consisting of four times
applied Armenian shuffle and four times applied eight 2-PHT boxes: Y = PHT(W), is

equivalent to Y = WM, where M is called an invertible linear transformation matrix of SAFER-
256 introduced in Fig 1.
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Fig. 1. Invertible linear transformation matrix of SAFER-256..
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2. Linear Cryptanalysis of SAFER-256

We will find effective homomorphic I/0 sums to a cascade of half-rounds of SAFER-256.

At first we find all binary-valued homomorphisms for ADD/XOR and for XOR/ADD. There are
28 — 1 binary-valued homomorphisms for 8 bit XOR, namely the functions defined as l,,(V2)
:=aqa2 o V2, where a2 is a non-zero binary 8-tuple " o " operation denotes the modulo two “dot
product”. There is only one binary-valued homomorphism for modulo 256 addition, namely the
function I,; where al = 0000 0001 = 01 (hex notation of byte). Hence, there exist 214* — 1
balanced homomorphisms for ADD/XOR, namely the functions [, definedas [,(V) = a o V where
a lies in the set of 256-tuples.

A = {a:a € {0,1}?°°\{00}; a1, a2, a3, a4,a9,al0,al1,a12,a17,al18,al9,a20,
a25,a26,a27,a28} € {00,01}}.

Similarly, there are 2%*—1 balanced homomorphism for XOR/ADD, namely the
functions [, (V) = b =V, where b lies in the set

B = {b: b € {0,1}?56\{00}; b5, b6, b7, b8, b13,b14,b15, b16,b21, b22, b23, b24,
b29,b30,b31,b32} € {00,01}}.

The set of all homomorphic functions for XOR/ADD and the set of all homomorphic functions for
ADD/XOR are subsets of the set of all linear binary-valued functions.

At first we consider the part of round (half-round) containing the PHT function. The following
lemma specifies all homomorphic I/O sums that have non-zero imbalance. The input function must
be balanced and homomorphic for ADD/XOR; the output function must be balanced and
homomorphic for XOR/ ADD. There are (21** — 1)2 such 1/O sums, namely

SPHT-hr.— | (V)®L,(Y) a€A,b €B.

Lemma 1: For the PHT-half-round, the only homomorphic I/O sums that have non-zero
imbalance are the 232 — 1 guaranteed 1/0 sums obtained by XOR-ing together any positive
number of the 32 guaranteed I/O sums listed in Table 1.

Since I(SEHTMrky,) = I(SEHT) for any k,; € {0,1}25¢, where SEHT := [, (W)®D 1, (Y), (a €

Aandb € B) is an 1/0 sum for the PHT function alone, we will look for 1/O sums SepT with

non-zero imbalance instead of looking for SE T~ with non-zero imbalance. So, our main purpose

is to find a € Aand b € B such that SPHT sum has the form W,@¢W,sq, ..., Wai1, Wa_1,
., Wy) for some input bit W, since this |mpI|es that the I/0O sum imbalance is 0.

First we consider PHT function. Table 2 shows three kind of dependences for some input and
output bits. By using Table 2 we can iteratively show that 1/0 sums S};*,;‘T with none-zero imbalance
cannot contain any of the output bits Yi;, where i = 1,2,3,4,9,10,11,12,17,18,19,20,25,26,27,28
and j =1,2,3,4,5,6,7.

Finally, we consider the 232 — 1 balanced output functions obtained as linear combinations of
the remaining 32 output bits that might occur if b € B. For each of these output functions, we
found all input functions such that SPHT doesn’t depend linearly on any input bit. It is easy to show

that ((a b); a, b € {0,1}2%,1(SEHT) = 1) is a subgroup of (A X B, Dysebits)- (In fact if
I(sEB™) =1 and I(S;/;,) =1 for some 256 tuples a’ and b’, then I(Sygis,ep) =

1(SERT@syryy) = 1(SERT) - 1(S57,) = 1 as well, whch shows that .4 x B is closed under "@®".)
Thus, we obtain all 1/0O sums with non-zero imbalance, as is done in the statement of the lemma.
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Table 1. Effective 1/0 sums for the PHT-function.

(a,b) L(Y) lL,(W) 1(sep”
(100%00%0000%00%00001010%%101000001000%00001000%1000%001): Y1, | W12,@W13,@W16,&W17,&W20,&W25,HW28,&W32, 1
(00000000000110011111000011110101, W12,@W13,BW 16,@W17,W 18,0W19,OW 20,0

Y2, 1
01000000000000000000000000000000) W25,®W26,BW27,W28,&W30,&W32,
(10010001100100000001100100000000, | y3 1
00100000000000000000000000000000) 0 W1,@W4,@W8,®W,®W12,®W20,OW21,OW 24,
(10010001100100000001111101000110, | y4, W1,®W4,®W8,EW9,dW12,dW20,0W21,® 1
00010000000000000000000000000000) W22,®W23,BW24,®W26,W30,&W31,
(00011001000000001001000110010000, | ys 1
00001000000000000000000000000000) 0 W, BWS,BW8, GW17,OW20,OW 24, OW25,OW28,
(00011001000000001111010111110000, | yg_ W4,®WS5,®W8,®W17,OW18,dW19,dW 20,0 1
00000100000000000000000000000000) W22,®W24,®W25,OW26,OW27,OW28,
(00000110010001100100011000000000, | y7 1
00000010000000000000000000000000) O | WoBWT,BWI10,BW14,OW15,OW18, &W22,8W23,
00000110010001100100111100011001, W6,@®W7,®W10,BW 14,@W 15,0W 18,OW 21,0

Y8, 1
00000001000000000000000000000000) W22,@W23,BW24,W28,OW29,OW32,
(01100000011001000110010000000000, | yg 1
00000000100000000000000000000000) ¢ | W2,OW3,OWI10,0W11,&W14,OWI18,OW19,BW22,
(01111001011011010110010000000000, W 2,@W3,®W 4, ®W5,OW 8, W 10,0W 11,0

Y10, 1
00000000010000000000000000000000) W13,@W14,QW 16,W 18,&W 19,&W 22,
(10010000100100010000000000011001, | y11 1
00000000001000000000000000000000) 0| WI1,@W4,0W9,@W12,dW16,HW28,®W29,®W32,
(10010000100100010100011000011111, | y12, W1,@W4,®W9,®W12,OW16,OW18,dW22,® 1
00000000000100000000000000000000) W23,W28,&W29,&W30,&W31,6W32,
(10010001000000000001100100001001, | y13 1
00000000000010000000000000000000) 0| W1,0W4,0W8,®W20,EW21,dW24,®W29,®W32,
(11010111000001100001100100001001, | y14, W1,@W2,@®W4,®W 6,0W7,®W8,@W 14,0W 15,0 1
00000000000001000000000000000000) W20,®W21,®W 24,BW29,BW32,
(00001001000110010000000010010001, | y15 1
00000000000000100000000000000000) 0 | W5,0W8,@W12,EW13,EW16,BW25,0W28,OW32,
01101101011110010000000010010001, W2,@W3,®W5,DW 6,0W8,®W10,0W11,EW12,®

Y16, 1
00000000000000010000000000000000) W13,@W 16,HW25,BW28,0W32,
(01100100011000000000000001100100, | y17 1
00000000000000001000000000000000) 0| W20BW3,BWE,OW10,6W11,&W26,0W27,8W30,
01101101011110010000000001100100, W2,@W3,®W5,DW 6,0W8,®W10,0W11,EW12,®

Y18, 1
00000000000000000100000000000000) W13,0W 16,HW26,BW27,0W30,
(01000110000001100000000001000110, | y1g 1
00000000000000000010000000000000) 0| W2,@W6,0W7,®W14,OW15,BW26,0W30,0W31,
(01000110000001100001100101001111, | y70, W2,®W6,0W7,0W14,@W15,W20,dW21,® 1
00000000000000000001000000000000) W24, W 26,OW29,&W30,&W31,6W32,
00000000010001100100011000000110,
E)0000000000000000000100000000000) Y210 | w10,@0W14,@W15,OW18,EW22,HW23,®W30,0W31, 1
(10010000110101110100011000000110, | y22, W1,@W4,&W9,®W10,&W12,dW 14,®W 15,0 1
00000000000000000000010000000000) W16,®W 18,W22,&W23,&W30,&W31,
(00011001000010011001000100000000, | y23 1
00000000000000000000001000000000) 0| WhOWS,OWS,OW13,OW16,OW17,OW20,0W24,
(01111001011011011001000100000000, | y24, W 2,@W3,®W 4, ®WS5,OW 8, W 10,0W 11,0 1
00000000000000000000000100000000) W13,@W14,BW 16,W 17,OW20,OW 24,
(01100100000000000110000001100100, | y25 1
00000000000000000000000010000000) 0| W2,BW3,BWE,OW18,BW19,OW26,0W27,8W30,
(01100100000000001111000011110101, W2,®W3,®W6,0W17,OW18,EW19,OW 20,0

Y26, 1
00000000000000000000000001000000) W25,®W26,BW27,OW28,&W30,&W32,
(01000110000000000000011001000110, | y37 1
00000000000000000000000000100000) 0| W2,@W6,0W7,®W22,dW23,&W26,0&W30,0W31,
(11010111100100000000011001000110, | y28, W1,@W2,®W4,®W 6,0W7,OW8,®W,®W12,® 1
00000000000000000000000000010000) W22,@W23,W26,H6W30,dW31,
00000000011001000110010001100000,
E)0000000000000000000000000001000) Y29 | w10,@0W11,0W14,0W18,EW19,@W22,®W 26,OW27, 1
(00000000011001001111010111110000, | y30, W10,®W11,@W 14,0W17,©W18,EW19,&W20,® 1
00000000000000000000000000000100) W22_0BW24_0@W25,BW26,OW27,OW 28,
00000000100100010000100100011001,
5)0000000000000000000000000000010) Y31, | wo,@W12,@W16,@W21,@W 24,@W28,EW29,OW32, 1
(00000110110101110000100100011001, | y32, W6,@W7,@W9,BW10,0W12,dW 14,OW15,® 1

00000000000000000000000000000001)

W16,&W21,®W24,OW28,OW29,&W32,
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The half round containing the nonlinear function NL and find homomorphic I/O sums for NL that
have non-zero imbalance. Here the input function is homomorphic for XOR/ADD and the output
function is homomorphic for ADD/XOR. Such I/O sums can be obtained by summing I/O sums for
its EXP and LOG blocks. For the function EXP with the input byte U1 and output byte V1, the only
homomorphic 1/0 sums are

Sexhn = lar (UL 1y, (V1), foral € B8\{00}; b1 = 01.
The most effective ones are obtained when (a1, b1) isequal to (cd, 01) or (ff,01) (the imbalance
being %) or to (86,01), (bf,01),(c0,01) or (f7,01) (the imbalance being %). Computing all
these 1/0 sums for EXP, establishes the following.
Remark 1: [(SEXF ) = 1(SEXE,) = 1(SEXE,) = 0. Furthermore, for all a1 and b1 in B8, ifal, =
0, then I(SEX? ) = 0.
For the function LOG with the input U2 and output V2, the only homomorphic 1/0 sums are
SE%, =14, (U2)D 1, (V2), for a2 = 01; b2 € BE\{00}.

Their imbalance is easily deduced since I(SEXP,) = 1(SE2S).

Remark 2: For all al and b1 in B, if b1, = 0, then I(SL9%,) = 0.

Finally we have link 1/0 sums for successive half rounds.

Theorem 1: The procedure for finding effective homomorphic 1/0 sums doesn’t find an 1/0 sum
with non-zero imbalance for cascade of half rounds taken in the same order as they are used in
SAFER-256 and containing at least two PHT-layers.

Proof: Let TEHT-hr TN and TPHT=0" be linked homomorphic half-round threefold sums with
maximizing key function. If TEHT~"" and TZET~"" have none zero imbalance, the 256 bit none
zero masks a, b, ¢, d, can have a 1 only in the two least significant bits of each byte (bits of byte
are numbered from 7 for the most significant bit to 0 for the least significant bit) (Lemma 1). Then
I(T,,“,‘CL) = 0 since the 1/0 sum average key imbalance is also 0 (Remark 1) Therefore, the sum of
the three half-round threefold sums has imbalance 0.

One of the most effective I/0 sums is g5 "HT~NL where a2,a10 and b13,b14,b31,b32 are
6
either cd or ffand other bytes of a and b are zero. Their imbalance is (%) , because

28

1(SES:) = 1(SE%,) = 1(S805) = 1(SK06) = 55
and because
I(SEET) = 1(SH B az0asoasmenansons) = [(SHH)  1(SBIL) = 1(S8%) = 1(s2%) = 1.
if
al®a2®a3®as =

(01000001 000000010000000000000000000000010100000100000000
01000001)®
(01010001000101010000000000010100000000010100000100000000
01000001) ®
(0000 0000000000000100000100000001000000000100000100000001
01000001) ®
(00000000000101000101000100010101000000000100000100000001
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01000001) =
(0001 0000000000000001000000000000000000000000000000000000
00 00 00 00) = a (hex notation),

b1®b2®b3Bb4 =

(00000000 000000000000000001000000000000000000000000000000
0000 00 00)®

(00000000 000000000000000000010000000000000000000000000000
0000 0000)®

(00000000 000000000000000000000000000000000000000000000000
000001 00) &

(00000000 000000000000000000000000000000000000000000000000
00000001

(00 000000000000000000000001010000000000000000000000000000
00 00 01 01) = b (hex notation).

Thus, we have proved that SAFER-256 is secure against the linear cryptanalysis after only three

of its suggested six rounds.
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SAFER-256 hudwljuuipgh qéuhtt yEpnidnipiniup
£.Yniptinyub
Udlthnthnid
Uju hnpudnid Ukpiuyugqué b 256 phe pobh bpupnipjut SAFER-256

pinjuyhtt Swshwugpuljut hwdwlwpgh qéwyhtt ytpnisnipiniup, npp nhdtpkughuy
Jbpndnipjut ujundwdp juyni k£ 5 nwniunhg htwnn:

JIluneiinublil kpunroanaaus aaropurma SAFER-256
K. Kropersin
AHHOTAIUSA

B nanHoi#1 cTaThe pecTaBiIeH IMHEHHBIN KpunToaHanus 6;1ounoro urmdpa SAFER-256,
KOTOpasi yCTOWYMBA IO OTHOIICHHUIO K ITU(epeHIINaTLHOMY aHAIN3Y TOCIE 5 pabIH/IOB.
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