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Abstract

This paper presents the results of research and deployment experience with
design and implementation of  the ASNET-AM WebRTC-based audio/video
conferencing service, called "Handipum" (handipum.asnet.am). Since the WebRTC-
services become widely used, this service can provide a modern browser-based
conferencing environment for ASNET-AM users.
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1. Introduction

WebRTC is a modern open source technology that enables web browsers with Real-Time
Communications (RTC) capabilities via JavaScript APIs. It has been initially developed as a
peer-to-peer technology, where clients (web browsers) can directly communicate without any
intermediate infrastructure. This model is enough for creating basic applications but features
such as group communications, media stream recording, media broadcasting or media
transcoding are difficult to implement on top of it. For this reason, many applications require
using some kind of intermediate media server. Conceptually, the WebRTC media server is just a
kind of “multimedia middleware” (it is in the middle of the communicating peers) where media
traffic passes through when moving from source to destinations. Media servers are capable of
processing media streams and offering different types including group communications
(distributing the media stream that one peer generates among several receivers), mixing
(transforming several incoming streams into one single composite stream), transcoding (adapting
codecs and formats between incompatible clients), recording (storing in a persistent way the
media exchanged among peers), etc.
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2. Architecture Models

There are in general 3 main architecture models of deploying a multiparty WebRTC-based video
conferences: Mesh, Multipoint Conferencing Unit (MCU) & Selective Forwarding Unit (SFU).
In Mesh multipoint architecture every participant sends and receives his media to all other
participants. This variant is a very common technique used in WebRTC to build multipoint
conferences. Advantages of mesh architecture are that it’s simple to implement in WebRTC and
requires very little backend infrastructure, keeping the resulting service cheap to operate. But it
requires a lot of uplink bandwidth from each participant and thus can’t scale to a large number of
participants.

An MCU offers the ability to connect multiple participants in a single voice or video
session. In MCU participants “speak” to a central entity, which mixes all inputs and sends out a
single stream towards each participant. MCUs generally implement a mixing architecture and are
expensive due to their need for a lot of processing power per session.

An SFU is capable of receiving multiple media streams and then decide which of these
media streams should be sent to which participants. In SFU the participant sends his media to a
central entity, which routes all incoming media as it sees fit to participants - each of them
receiving usually more than a single stream.

So SFU can be treated as a lightweight WebRTC implementation, allowing for multiuser
video communication by simply relaying the received multimedia flows to all call participants,
without mixing into a composite stream. One of the effective open-source SFU solutions is Jitsi
Videobridge. Together with other components from Jitsi project [1] it proved to be an interesting
solution that was used as a basis for creating a WebRTC-based audio/video conferencing service
in ASNET-AM network, called "Handipum™ [2].

3. "Handipum" Conferencing Service Infrastructure

There are lots of websites offering online video conferencing solutions on the Internet today.
Many have a user friendly interface and very good video and audio quality. Some even are free
for use after registration. However, the downside of such solutions is that the data moves through
a foreign server. Plus no Armenian interface is available anywhere in conferencing solutions.

Thus, it was decided to design and implement an own conferencing solution for ASNET-
AM users, based on freely available solutions. After some comparative research, one of such
solutions was found to be the Jitsi project, which provides an open source, encrypted, and
sustainable interface. It works via web front end application called Jitsi Meet [3], thus making it
possible to use any WebRTC-compatible web browser as a client. Such a modern flexible
browser-based solution eliminates the need for a specific client and at the same time provides
rich conferencing capabilities.

Two main components of "Handipum" Conferencing Service are — Jitsi Videobridge and
Jitsi Meet. They work together to transfer video and audio between the users. Videobridge acts
as a web real-time communication WebRTC-compatible SFU and allows for multiuser
communication.

Jitsi Meet is a front end to Videobridge and is implemented in JavaScript. Jitsi Meet can be
configured to be hosted on some HTTP server and in our case the Nginx web server [4] was used
for that. In addition some implementation of XMPP server is required on the server side. The
Prosody [5] lightweight, open source Jabber/XMPP server is the basic solution used as an XMPP
server.



64 Design and Implementation of "Handipum" WebRTC-based Conferencing Service in ASNET-AM
4. ""Handipum™ Conferencing Service Interface

"Handipum™ Conferencing Service currently offers video and audio conferences in web browsers
with real-time text chat, Youtube video sharing. Other additional services that are under
development include: presentation sharing, screen sharing, shared document editing, VolP
integration.

We have done the localization of Jitsi Meet web interface and "Handipum™ Conferencing
Service is now available in Armenian. We have also provided the Armenian translation to the
public [6]. So Jitsi Meet is now translated into 16 languages, among which Armenian is proudly
presented, thanks to the ASNET-AM Team efforts.

Users can take part in meetings with WebRTC-enabled browsers. The current versions of
Opera, Google Chrome, and Mozilla Firefox already support standard; additional functions such
as desktop sharing require browser add-ons. Microsoft's Internet Explorer/Edge and Apple's
Safari browsers do not have proper WebRTC support yet.

All conferencing communication is secure enough thanks to the HTTPS encrypted
connections. Strong SSL Certificate with 4096-bit keys SHA-256 signature is used in
"Handipum™ Conferencing Service. Additionally each conference room created, can be locked
by a password, to ensure limited access.

5. Conference Room Creation

Users can open a new room in "Handipum™ Conferencing Service by opening its start page
https://handipum.asnet.am (Figure 1) and typing a unique name for conference room. The room
name should not contain spaces and should consist of only Latin letters and numbers.

https://handipum.asnet.am/ cominame @

Unuuinpuigntp hwlinhwuwl ubbjuyh Gquyh wundlp, wb weng £ Ywaudwd (huh dpugu
[WinhUwnwnEnhg W pUGNNG, WRLWUG PLIgWIUENR

Enter the unique meeting room name, it should consist of only latin letters and numbers, without
spaces

IUSUUSULP U4UTEURUYUL 9hSURESUNSUYUL YNUM3NFSENUShL SUL3
YEP YNLDdErULU IUUUYUra

Fig. 1. "Handipum™ Conferencing Service start page

After clicking the “GO” button the system creates a unique room interface as shown on Figure 2.
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Fig. 2. "Handipum" Conferencing Service room interface

While entering the conference room, participants should confirm that they allow the "Handipum™
Conferencing Service to access their camera and microphone. The initiator of the conference (the
user, who initially created a new non-existing room) automatically receives moderator rights, can
then protect the room with a password and mute or remove participants. Currently it is not
possible to provide moderator rights to any other participant. All current room participants are
displayed in separate mini-windows at the bottom, and the moderator is marked with an asterisk.

6. SIP Integration

"Handipum™ service is configured to make instant calls from a conference room to some SIP
number within ASNET-AM Internal IP Telephony service. SIP integration is implemented with
Jigasi (Jltsi GAteway to SIP) [7]. Jigasi is a server-side application that allows regular SIP
clients to join the "Handipum" conference.

Integration is made by setting a specific ASNET-AM SIP server account in the Jigasi
configuration. A small phone icon appears in conference rooms in the web interface. Any
participant can call someone at a SIP number and add him to current room conversation.
Clicking on phone icon opens a box in which the inviting participant needs to enter the SIP
number to call (Figure 3). If the individual being called picks up, he/she can take part in the
audio conversation within that room. By this, users with SIP phones can take part in "Handipum®”
conferences.

Lobp SIP hwdwpp

QEnuiplyty Jwlig

Fig. 3. Inviting participant needs to enter the SIP number to call
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7. Conclusion

Conferencing solution presented above is a modern WebRTC-based browser-driven system. It is
very efficient and scalable. It is able to run thousands of simultaneous video streams at small
bandwidth and CPU usage [8]. Before "Handipum™ many of our users - scientists, scientific and
technical associates, postgraduates and students used other tools such as Microsoft Skype or
Google Hangouts for conferencing. Since the "Handipum™ conferencing service is now open to
our community and since it works directly from web browser and does not require any specific
client installation, we hope it to become a viable alternative that perfectly matches our users’
needs. ASNET-AM members were informed about the "Handipum™ conferencing service
available, by publishing the appropriate news at ASNET-AM website.
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Pa3pa6oTka u peanu3sarus cepBuca KoHGepennuii "Handipum" Ha
ocHoBe nmpotokosoB WebRTC B cetu ASNET-AM

A. Iletpocss, I'. Ilerpocan u P. TageBocan

Annoramusa

B craTpe omucaHa pa3paboTKa U peaau3aliia HOBOTO IOKOJIEHH cepBHca BeO KOH(pepeHIUil B
cetu ASNET-AM ma ocuHoBe mnporokonoB WebRTC. Peamusanus cepBrcoB Beb
koH(pepennuii B cpene WebRTC B HacTOsAIIee BpeMs IOIB3yeTCs OOIBUION IOMYIIPHOCTHIO
II0 IpPUYMHE OTCYTCTBUA HEOOXOZMMOCTH YCTaHOBKM CIEIUATBHOTO KJIMEHTCKOTO
IPWIOXKEHHUA, B KadecTBe KOTOPOTO BEICTyTIaeT OOBIYHEIN BeO Opaysep. [leiicTByromas B
Hacroamee Bpema B cetu ASNET-AM ycayra Be6 KoHbepeHIIMII Ha OCHOBE IIPOTOKOJIOB
WebRTC 6azupyercs Ha aKTHBHO pa3sBUBAIOUIEMCS IIPOEKTE C OTKPHITHIM KOZOM Jitsi.
OrmucaHbl OCHOBHBIE BO3MOXKHOCTH cepBrca. Cepsuc HasaH "Handipum" u ¢pyHkuumonupyer
mo agpecy https://handipum.asnet.am. [lo BHepgpenus cepsuca "Handipum', mMHOTHE wu3
HAIIUX II0JIb30BaTesell - Yy4YeHBle, ACHUPAHTHl M CTYJEHTHI, IIOJIB30BATHCH IIPOUUMHU
BHEIIHUMY BO3MOXXHOCTAMHU 111 KoHpepeHuwii. Ilockomsky cepsuc "Handipum'" B
HacTosAlllee BpeMsA OTKPBIT JJIA apMAHCKONM HAy4YHO-0Opa30oBaTeJbHOH cpesbl M paboTaeT
npaMo u3 Opaysepa, MBI HaZleeMCs, YTO OH CTaHeT NOCTOMHOM aJbTepHAaTHBOH I HAIIUX
IIOJIb30BATEICH .
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