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Abstract

The development of reliable and safe e-voting systems is relevant because of the
wide range of applications. This paper provides an analysis of modern electronic vot-
ing systems based on security criteria. An analysis was conducted based on the most
popular modern e-voting system architectures. The analysis provides a baseline for
developing a secure e-voting system.
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1. Introduction

Electronic voting (e-voting) is a term that encompasses several different types of voting
methods and electronic means of counting votes. E-voting systems include punched cards,
optical voting systems and specialized voting kiosks (including stand-alone electronic systems
for direct voting), as well as means for the transmission of ballots and votes by telephone,
via a private computer network or via the Internet [1]. Such systems would speed up the
counting of votes and make voting more accessible and transparent. However, weak e-voting
systems could encourage electoral fraud. The advantages and disadvantages of modern
e-voting solutions and technologies should be explored in order to create a secure system.
This study focuses on the electronic systems through which the entire electoral process (voter
registration, voting and counting votes) is conducted. The study distinguishes the standard
functionality of e-voting systems.

Standard e-voting systems include the following modules [2]:

• electronic voter lists and a method of voter identification,

• interface for polling station staff,

• interface for voters,
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• system for sending votes to count,

• interface to show results.

The e-voting system should correspond to a series of criteria, which can be divided into two
important groups: primary - based on the security and safety of the system, and secondary
- based on the user friendliness and accessibility.

System safety requirements are:

• integrity of elections (ensuring the accuracy of the elections, all the ballots should
be accounted for and no changes must be made to them),

• privacy of the vote (make ballots indistinguishable from one another, as well as
protect any information about the voter ),

• authenticity of the voters (only eligable voters can take part in elections),

• verifiability of the votes (a person should be able to verify that his vote has been
cast and counted),

• protection against attacks (the system should be secure against attacks in any
phase of the elections, and the voters should be able to alert the committee if any
fraud has been detected),

• ensuring the confidentiality of personal data (no voter should be able to prove
to a third party that he voted for a particular person).

At the international level, the systems developed and tested today have some security prob-
lems. A great deal of scientific literature has been devoted to this study [2] - [5], but a number
of questions still remain. Even the best e-voting systems today have some drawbacks.

In [6], the author reviewed electoral systems in some countries, where e-voting was used
during elections. The comparative analysis was carried out on the basis of the main safety
criteria of the most popular modern e-voting systems used in several countries. The study
showed that the systems used nowadays are insecure against external attacks and thus raise
questions about the integrity of elections they are used in. Most of the systems were imple-
mented more than a decade ago, and the security protocols used have gone obsolete since
then. Even the best systems that are steadily replacing paper voting, have been criticized by
third-party studies due to massive vulnerabilities. The need for secure and reliable e-voting
systems remains a relevant problem nowadays. This paper proposes a model based on the
most popular practices in modern e-voting systems.

2. E-voting System Architecture

In the last twenty years there has been active research into the creation of secure voting
systems. These systems are based on public-key cryptography and on the approach that
the voter’s vote is encrypted with a public key that corresponds to it. The private key is
distributed among the members of the electoral commission, so the members of the electoral
commission will be able to decrypt and count the votes together. In addition, special methods
are used to ensure the secrecy of the ballots (MIX network, additive homomorphic encryption
systems...). This study proposes a baseline system architecture based on e-voting systems
and protocols used nowadays, as well as their known vulnerabilities.
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First, we outline the basic voting procedure, divided into 5 key phases:

• setup phase - setting up the election system architecture,

• e-ballot filling phase - filling out an e-ballot on a device and casting the vote,

• e-ballot registration phase - checking if the e-ballot is eligible and storing it on a
server,

• anonymity phase - making sure all the voter info is stripped away from the e-ballot,

• counting phase - counting all the anonymous ballots and providing the results to
public.

2.1 3-Server Architecture

The proposed e-voting system architecture consists of 3 main servers (see Fig. 1):

• Vote forwarding server is the only publicly accessible server. It verifies the eligibility
of the voter and acts as an intermediary to the backend vote storage server.

• Vote storage server is a backend server that stores signed, encrypted votes during
the online voting period. Upon receiving a vote from the forwarding server, it confirms
that the vote is formatted correctly and verifies the voter’s digital signature.

• Vote counting server is never connected to a network and is only used during the
final stage of the election to count the votes received from the storage server.

Fig. 1. 3-Server architecture.
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2.2 Voting Process

During the initial voting stage, the voter uses client software to cast a vote. The software
has a connection with a forwarding server, which is used to authenticate the voter and check
their eligibility. All communication with elections servers is done via the vote forwarding
server which is the only server accessible from the voter’s device. The vote forwarding
server is an intermediary between the client device and the storage server. After the voter is
authenticated, the client receives a package with a set of candidates. When the voter picks
a candidate, the software encrypts the information about the candidate and signs the data
with the unique key of the voter.The software then sends the encrypted data package to the
forwarding server which returns an ID of the package meaning the vote has been successfully
casted. It is important to note that no information about the voter is sent to the election
server other than their unique signature which can only be used to check the eligibility of
the vote and not the identity of the voter.
The transfer of this data between the forwarding server and storage server remains a huge
issue even nowadays because each part of the system trusts the channels through which the
vote data is transferred. The transfer from client to storage is done via the Internet using
secure protocols (see Fig. 2).

Fig. 2. Casting Vote.

When the vote data arrives at the vote storage server, it is once again checked and
verified. Then the sensitive data like the unique signature is stripped from the votes to make
them completely anonymous before sending to the counting server where the data (which
contains only information about who the vote is for) is decrypted and tabulated (see Fig.
3).

Counting server then writes all the data into an accessible database from which the final
results can be gathered.
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Fig. 3. Vote Counting.

The discussed system is a basic model of e-voting systems being used nowadays [7] - [10],
but there are vulnerabilities and areas for improvement.

3. Discussion About Vulnerabilities

Although the system may seem straightforward and secure, its current implementations have
raised serious concerns [11] - [13]. The main concern is the secure transfer of the vote data.
Usage of client-side software is essential in e-voting systems so the process of transferring
votes from the client device to the election server should be handled carefully. The inclusion
of transfer server as a buffer between the client and the storage server is integral. We can
differentiate two types of attacks: client-side and server-side.

Client-side attacks target the client device and exploit its vulnerabilities. The client
software needs to be as secure as possible against this kind of attacks by not having any
unwarranted communication with the device.

Server-side attacks target server architecture. The system must be minimally dependent
on the person or people controlling it to be secure. The human factor plays a huge role in
exploiting the election systems. Another major vulnerability is the code vulnerability. Due
to the complex nature of the system, current implementations have been proven to have
significant oversight in security against attacks like denial of service or shell injection.

Attacks target client software or server architecture and try to achieve the following:

• find out confidential information about voters like the candidate they voted for,

• try to alter the results of the election by changing or adding fake votes,

• altering/destroying enough votes to create mistrust in the election results.

To find out information about voters, the attack needs to take place before the anonymity
phase, so client-side attacks mainly take place for this purpose. If the channel between the
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client software and the transfer server is not secure, the data may be intercepted and even
altered. Modern cryptography methods help to encrypt data, so it is hard to decode, but
adding noise to an insecure channel to alter or ruin the vote is easy if someone already has
access. These attacks are generally low-scale as user devices need to be exploited one by
one, even with techniques like botnets it is unlikely to cause too much harm to the overall
security of elections.

The main damage to elections is caused by attacking storage and counting servers and the
channel between them. As all the important vote databases are in those servers, if access
is received by an attacker, the damage to elections will be massive. Having a good and
secure architecture is the key to preventing that from happening. Currently, the systems
use physical data transfer from one server to another, as well as a physical decryption device
that holds the key. This relies too much on actual human beings to securely transfer a lot
of essential data from one point to another, and the whole point of implementing e-voting
is to get rid of the human factor. This also means that the storage server must be easily
accessible for humans to put in data, which is not ideal.

We see that modern systems in use still use ”hybrid” systems partly run by people to
make up for software vulnerabilities that need to be addressed in the future works when it
comes to developing better e-voting systems.

4. Conclusion and Future Work

The paper discussed the basic architecture of the e-voting system, which is the baseline
of systems used nowadays. Understanding the potential problems and vulnerabilities is
essential to creating a secure e-voting system. The 3-server architecture is a good starting
point to build a new system. It is evident that the physical transportation of data in modern
systems is the key problem that has to be addressed first. The use of various steganographic
models can help to reduce the risks of data corruption and tampering. More specifically,
the steganography models with active adversary are very close to imitating attacks that can
happen during elections. One of the main focus points of more secure systems will be the
testability, it is essential to have an ability to quantify the level of security of the model.
To achieve this goal, research has to be conducted in various fields of security, specifically
steganography and differential privacy.
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